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Abstract— High-level Synthesis (HLS) methodology has rev-

olutionized the development of complex hardware designs. It en-

ables the rapid conversion of algorithmic descriptions of func-

tionalities to highly optimized hardware equivalents. While 

modern HLS tools excel in addressing classic design constraints, 

such as area, latency and power requirements, they fall short 

regarding security considerations. Security’s role is significantly 

emphasized in today’s digital environment, given the existence 

of powerful hardware attacks, such as Fault Injection (FI) and 

Side-Channel Analysis (SCA) attacks. HLS methodology can 

theoretically facilitate the integration of security measures from 

the high level, yet its core mechanisms do not actively address 

the preservation or the improvement of security levels of any 

countermeasure described. Instead, it may sacrifice security en-

hancement entirely in circuits of high optimization goals. In this 

work, first, we propose the automatic countermeasure insertion 

in a way so that both HLS optimization efforts and the secure 

addition of the countermeasure are implemented effectively. 

Secondly, we modify the internal mechanisms of the HLS sched-

uling algorithm and operation chaining to reduce vulnerable 

points of the design. We demonstrate our methodology by per-

forming fault injection experiments and comparing the results 

with a straightforward countermeasure integration technique in 

terms of hardware security and traditional design metrics. 
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I. INTRODUCTION 

High-level Synthesis (HLS) has claimed a significant role 

among Electronic Design Automation (EDA) tools [1]. De-

signers can describe complex functionalities in a high-level 

language (HLL), which is easier to manipulate than register-

transfer level (RTL) designs. HLS can significantly assist the 

integration of security mechanisms in hardware designs, con-

sidering the increasing demand for robustness when they op-

erate in untrusted environments where powerful attacks 

threaten application integrity. Attacks based on Side Channel 

Analysis (SCA) [2] and fault injections (FI) campaigns [3] 

need to be considered during the development process so that 

appropriate mitigation techniques can be applied.  

However, recent works on the evaluation of the security 

of HLS-generated designs [4] have shown that HLS com-

pletely disregards security. The HLS flow comprises the 

translation of the input HLL code into a target agnostic inter-

mediate representation (IR), followed by a series of front-end 

optimization algorithms (i.e., elimination of redundant in-

structions). Then, the allocation, scheduling and binding al-

gorithms (back-end) transform the optimized IR to RTL [5]. 

Excluding the IR-related transformations, any of the algo-

rithms comprising the HLS flow may affect the security prop-

erties of a design [6]. For example, redundancy-based coun-

termeasures, such as Double Modular Redundancy (DMR), 

can be entirely removed due to IR optimizations [7]. Simi-

larly, the scheduling algorithm may parallelize operations 

that should be executed in different clock cycles to achieve 

latency minimization [6]. This parallelization step can either 

result in increased leakage exploited by SCA attacks or ren-

der the design more vulnerable to multiple-bit FIs. 

This work aims to present a methodology for the success-

ful automated integration of countermeasures against SCA 

and FI attacks within the HLS flow. The presented HLS flow 

automatically integrates a DMR countermeasure after front-

end optimizations, thus avoiding code elimination. Addition-

ally, it employs security-aware scheduling based on the 

Force-Directed Scheduling (FDS) algorithm [8], balancing 

the security cost with traditional area and performance goals 

(i.e. latency minimization, resource utilization or power us-

age). The proposed scheduling identifies equivalent (twin) 

operations and (twin) registers between the two DMR mod-

ules and attempts to separate them in the time domain. The 

minimization of twin operations and registers can reduce the 

effect of concurrent multiple-bit FI attacks and mitigate the 

combinational leakage due to parallel computations.  

Our methodology is built on top of Google XLS HLS [9], 

an open-source HLS platform providing the necessary envi-

ronment to explore the HLS algorithms. As a case study, our 

approach is applied to a computational SBox implementation 

[10]. The experimental results show that our methodology en-

hances the security properties of the cryptographic engine 

against FI (i.e., reduces the critical error rate more than 30%). 

II. PROPOSED SECURITY AWARE HLS SCHEDULING 

FDS algorithm [8] uses operation mobility (the distance 

between the earliest and the latest stage an operation can be 

scheduled) to calculate the operation’s probability of being 

scheduled in a stage. Then, the total contribution of all the 

possible operations is calculated for each stage. Operations 

are then scheduled in stages with the least total contribution, 

with the contributions re-calculated after each placement. 

FDS achieves a uniform distribution of operations across the 

stages, which can benefit resource sharing, as well as reduce 

power consumption for the resulting design [11].  

In our approach, we have modified the FDS algorithm to 

consider twin operation and register overlap (the modified al-

gorithm is called SecureFDS). SecureFDS attempts to avoid 

scheduling any two duplicated operations of the DMR design 

in the same stage. By shifting the twin operations, twin regis-

ters are also affected, limiting the fault space that could 

thwart the DMR design. Given the non-overlapping con-

straint of the twin operations, we proceed by scheduling the 

first operation of one copy to the stage with the smallest total 

contribution within its mobility range, as per FDS. For its 

twin operation on the other copy, the scheduling probabilities 

will be re-calculated, excluding the stage where the operation 

of the first copy is placed. In order to guarantee that both 

DMR copies benefit equally from the uniform distribution, 

we alternate the application of FDS and its modified version 

across the two copies.  
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After SecureFDS, we proceed with the secure operation 

chaining. Chained operations only store their results in regis-

ters when used in succeeding stages. By diversifying the 

DMR copies operations in the same stage, we also diversify 

the registers at the end of them. This way, we reduce the 

chance that the two copies will be concurrently affected in the 

same way. For our approach, we define a chain path (cp) pa-

rameter, i.e., the maximum number of dependent operations 

allowed in a stage. We explore all chaining combinations for 

the two modules for which, the first stage contains chain 

paths of length 1 to cp-1 (cp0), while the following stages al-

low chain paths up to cp. We use the combination that results 

to the least amount of twin operation and register overlaps. 

Fig. 1 shows the effects of different chaining schemes. If 

Fig. 1(a) scheme is applied to one DMR copy and Fig. 1(b) 

to the other, the number of twin registers (noted with red) 

would be 2. All the other registers are either eliminated or are 

not active at the same stage, thus a concurrent double FI at-

tack would not affect them in the same manner. The different 

chaining schemes contribute further to reducing the over-

lapped operations, as their number is reduced to 4. 

Finally, we modified the Google XLS flow to accept a 

custom scheduling file as an input. The custom scheduling 

file, as well as the DMR version of the optimized IR code are 

added back to Google XLS flow to generate the RTL design.  

III. EVALUATION 

Our fault model assumes double transient faults, with one 

bit flip in each DMR replica. To emulate our exhaustive dou-

ble-bit flip (DBF) model, we first performed a simulated ex-

haustive single-bit flip (SBF) campaign for each DMR copy, 

meaning an SBF was injected in all flip-flops (FFs) in every 

clock cycle of the execution. Then, we examined all the com-

binations of the SBFs injected in the two copies at the same 

clock cycle. We defined as Critical Errors the cases when the 

DBF causes both DMR copies to produce the same erroneous 

output, i.e., the DMR scheme fails to detect the error. 

In order to demonstrate our methodology, we used an 

HLL algorithm performing the AES SubBytes function in a 

computational manner [10]. We present results comparing 

the use of a) FDS and the same chaining scheme on both 

DMR copies and b) SecureFDS with the diverse chaining 

schemes. Table I demonstrates the security levels of these two 

approaches against DBF attacks. The absolute numbers of 

critical errors are significantly reduced for all cases when Se-

cureFDS is used. The improvement of Critical Error Rate 

(CER) metric ranges from 6.74% for cp=1 to 32.89% for cp= 

8. Concerning the latency (max clock frequency) metric, we 

note a performance degradation when SecureFDS is applied, 

especially as the cp number increases. Similarly, for area uti-

lization metrics (FF & LUT), we observe that the SecureFDS 

impose a small overhead in some cases. Both metrics high-

light the loss in efficiency of SecureFDS compared to FDS.  

IV. CONCLUSIONS 

In this work, we present a methodology that automatically 

integrates a DMR countermeasure in the HLS flow and mod-

ifies the internal mechanisms appropriately so that the coun-

termeasure’s effect is not only retained but is even improved. 

The proposed scheduling approach considers the security 

principle of operation separation. This way, it reduces the 

overlap of twin operations and registers, i.e., elements con-

currently used across the DMR copies. Our methodology sig-

nificantly improves the security of the designs against FI at-

tacks with minimal time and area overheads. 
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Figure 1. Chainings for twin operations and register overlap 

Table I. Comparison of FDS and SecureFDS  with different 

chaining schemes regarding security & traditional metrics 

cp Scheduling 
Critical 

Errors 
CER (%) 

Max Clock 

Frequency (MHz) 
FFs LUTs 

1 FDS 1371 0.0013 526 3652 638 

1 SecureFDS 1287 0.0012 474 3534 575 

3 FDS 427 0.0097 429 1300 292 

3 SecureFDS 303 0.0067 339 1241 358 

8 FDS 164 0.0703 341 514 204 

8 SecureFDS 77 0.0472 283 541 223 

 


