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Abstract— In this plenary talk a present the general
framework for designing Responsible Artificial Intelligence
Systems, Al systems ensuring auditability and accountability
during its design, development and use, according to
specifications and the applicable regulation of the domain of
practice in which the Al system is to be used. We will discuss
two fundamental aspects in this kind of Al systems respecting
current regulations, such as trustworthiness and governance,
and the path between them.
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1. INTRODUCTION. RESPONSIBLE ARTIFICIAL
INTELLIGENCE SYSTEMS

2023 has been the year of debate on the regulation of artificial
intelligence (AI) by governments and institutions such as the
United Nations, together with highlight catastrophic
statements from business leaders. Among the declarations we
find the request for a giant pause or different statements about
the high risks of AI. Let us remember the phrase San
Altman’s statement in a Committee of the US Congress “My
worst fear is that this technology will go wrong, and if it goes
wrong it can go very wrong.” The following two papers
provide a thorough analysis of the Al risks [1,2].

In a recent Toju Duke interview [3] (former director of
responsible Al program at Google), she focused attention on
the current problem “that artificial intelligence amplifies
systemic injustices that we should have already eliminated”.
She highlighted that the debate about this technology has
focused on whether humanity will be in danger tomorrow,
when the problem is that today it already discriminates
against the population. The current dangers can be grouped
into three major real scenarios that we must address to
regulate and govern Al developing responsible Al systems.
They can be summarized as:

* therise and amplification of misinformation (such as the
prevalence of false and malicious content on social
platforms),

* Dbiases that reinforce inequalities (gender, ethnicity
people discrimination, digital and poverty divide, social
credit system/scoring, ...)

* the breaking of all the limits of privacy to collect the data
that feeds the algorithm and that remains hidden.

In this context, a technical approach to Al emerged, called
trustworthy AI [4,5]. It is an Al paradigm that encompasses
all technical approaches and tools to develop, deploy and use
safe, legal and ethical Al systems. It is composed of three

pillars and seven requirements (from the European
guidelines) [4]. They are the legal, ethical, and robustness
pillars; and the technical requirements: human agency and
oversight; technical robustness and safety; privacy and data
governance; transparency; diversity, non-discrimination and
fairness; societal and environmental wellbeing; and
accountability. On January 2023, NIST released the Al Risk
Management Framework [6], including a quite similar list of
trustworthy Al requirements. We can highlight “secure &
resilient”, “explainable and interpretable” and “valid &
reliable” Al systems, pointing out that approaches which
enhance Al trustworthiness can reduce negative Al risks.

It should be noted that he adoption of trustworthy AI [7] in
the form of practical frameworks is not yet a reality, it is very
underdeveloped and conceptual models to materialize this
concept are just being born, and are far from common
practice (see, for example, the TAIl framework [9] and
Wasabi conceptual model [10]). The key element in this
context must be the concept of “responsible Al system” [5]:

Definition. “A responsible Al system is an Al systems
that requires ensuring auditability and accountability during
its design, development and use, according to specifications
and the applicable regulation of the domain of practice in
which the Al system is to be used.”

The implementation of responsible Al can help reduce Al
bias, create more transparent Al systems and increase end-
user trust in those systems.

II. FROM TRUSTWORTHINESS TO GOVERNANCE

The adoption of trustworthy Al as term has been a milestone
in the development of responsible Al. Other terms have been
used during these years with similar meanings but the
consequent differences in the terms themselves, mong these
terms we find “ethical AI”, “Ai for good”, “beneficial AI”,
“Responsible AI” or “reliable AI”.

The next step in the development process is the Al
governance. We trust Al, but we must design the governance
at the regulation scenario. Returning to regulation there is
growing demand to frame Al regulations to minimize the
risks to public safety and preserve human rights while at the
same time enabling a flexible and innovative environment
[11]. We highlight four initiatives throughout 2023:

® United Nations has created an Al Advisor Body with a
clear roadmap, to have a document on governance in
mid-2024, for which there is already an interim report
“Governing Al for Humanity” (dec. 2023) [12].
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® The president of the United States has signed an
executive order to regulate the development of artificial
Intelligence (October 30, 2023), called “Executive Order
on the Safe, Secure, and Trustworthy Development and
Use of Artificial Intelligence.” [13].

® The Al Safety Summit celebrated in UK, November 1-2,
2023, brought together 30 countries, including China and
USA among others, and a Policy paper “The Bletchley
Declaration by Countries attending” [14] was published.
WE can summarize it with the following short sentences:
“In the context of our cooperation, and to inform action
at the national and international levels, our agenda for
addressing frontier Al risk will focus on:

identifying Al safety risks of shared concern, ...
building respective risk-based policies across our
countries to ensure safety in light of such risks, ...”

® The European Parliament and Council reach a consensus
to approve the AI act [15], regulatory European
framework based on risk levels. Two fundamental
aspects to highlight, according to the Commission are:
“The Al Act transposes European values to a new era.
By focusing regulation on identifiable risks, today’s
agreement will foster responsible innovation in Europe.”
“By guaranteeing the safety and fundamental rights of
people and businesses, it will support the development,
deployment and take-up of trustworthy Al in the EU. Our
Al Act will make a substantial contribution to the
development of global rules and principles for human-
centric AL”

In this context, the Al governance emerge as fundamental
area, to pilot the regulation and to manage the legal
framework for ensuring trustworthy Al technologies are
developed with the goal of helping humanity navigate the
adoption and use of responsible Al systems in safe, ethical
and responsible ways. From a holistic point of view, Al
governance 360° regulates and manages the safe Al lifecicle,
including the continuous monitoring of Al systems. It closes
the gap that exists between accountability and ethics in
technological Al advancement, piloting a responsible
regulation, towards the design of responsible Al systems.

We can find two essential elements for Al governance
consolidation are along the IA lifecicle:

Auditability. 1t is becoming increasingly important when
standards are being materialized regarding all trustworthy AI
technical requirements. In terms of particular tools for
auditing, especially when the A/ system interacts with the
user, grading schemes adapted to the use case are needed to
validate an intelligent system.

Al safety. 1t is an interdisciplinary field concerned with
preventing accidents, misuse, or other harmful consequences
that could result from Al systems. It encompasses machine
ethics and Al alignment, which aim to make Al systems
moral and beneficial, and robustness technical problems,
adversarial robustness, detecting malicious use, attacks and
backdoors, ... It includes monitoring systems and alignment.
Beyond AI research, it involves developing norms and
policies that promote safety [16].

In summary, responsible Al systems must be auditable to
guarantee their adaptation to the problem context and ethical
and legal requirements, and must include in their governance
all the elements that guarantee their robustness and security
throughout their lifecycle, including the three well-known
stages: 1) data collection & processing; ii) model training, and
iii) model deployment. Following this Al safety approach,
Responsible Al systems will only reach their full potential
when trust can be established in each stage of its lifecycle,
from design to development, deployment and use.

III. CONCLUSIONS

In short, this approach can allow us develop responsible Al
systems to reach trustworthiness based on Al governance
360°, covering the bridge from trustworthiness to
governance.
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