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Abstract—The seamless and secure integration of subsystems
is a pivotal requirement within contemporary automotive de-
velopment, necessitating the application of design methodologies
like the Vee model. While this approach includes dedicated
verification steps for the included contexts and provides a high
level of assurance that the system will operate correctly under
specified conditions, formalizing specifications outside its opera-
tional design domain is per definition not included. Additionally,
black-box systems like machine learning based functions prove
difficulty to test by these traditional methodologies.

In this project, we introduce and demonstrate a design
workflow combining the Vee model design paradigm with con-
tinuous data-driven software engineering. Our workflow assists
the continuous, safe and secure development and improvement
of consumer vehicle functionality over the product lifecycle. This
is achieved through the continuous monitoring of anomalies, as
well as system states that deviate from the established design
domain. The UNCOVER methodology consists of a continuous
reduction in the amount of necessary monitored messages and
presents a methodology throughout the entirety of the product
lifecycle.

We demonstrate our methodology through a simulation and
show our automatic generation of monitoring components, and an
automated preselection of identified safety or security incidents.

Index Terms—Automotive Development, Continuous Data-
Driven Software Engineering, Safety- and Security Incidents, In-
Vehicle Monitoring

I. INTRODUCTION AND PROJECT OVERVIEW

The Vee model proves to be an effective design method
for non-functional properties and their implementation in a
given system [1]. One methodology for this is the usage of
the X-by-construction paradigm during design time [2] and
is employed in different public funded projects [3]. There
exist a plethora of formal models to generate isolation [4] or
guarantee predictable multicore execution [5]]. These methods
necessitate an abstraction of real life systems to fit inside the
respective predefined abstraction and can be leveraged by tools
like ENCOs tool SOX. These tools allow developers to find
potential safety hazards or security vulnerabilities.

This work was funded by the German Federal Ministry of Education
and Research (BMBF) under grant number 16KIS1414 (UNCOVER). The
responsibility for the content of this publication lies with the authors.
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Fig. 1. Proposed development process from the UNCOVER project. The
classic Vee model (gray) is complemented by a design loop of continuous
analysis and development (green), leveraging field data monitored from
selected vehicles.

However, during the operational phase, additional vulnera-
bilities and security gaps may arise, which were not known
during system design or arise from the necessary abstraction.
Changes to requirements are expected during the operation of
autonomous systems, which can affect the system itself, its
environment, or updates to existing functions in the vehicle.
Each change creates the chance for a new path for information
flow inside the considered systems communication system.

These continuous changes pose potential risks to safety and
security, which can lead to considerable risks for road users
by affecting the functional safety and the fulfillment of the
safety of the intended functionality (SOTIF), either through
malfunctions resulting from security incidents or from safety
incidents directly. Moreover, it is essential to continuously
ensure safety and security over the entire product lifecycle of
the vehicles and systems until they are taken out of service.

This is not supported in the traditional Vee model design,
where the development is split hierarchically from the broad
system architecture down to the software architecture and
software design. During integration, this abstraction is reversed
from unit tests over integration test and systems integration
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to validation [[1]. Therefore, exclusive development-supporting
measures are no longer sufficient and must be continuously
supported by feedback from operational experience.

This project aims to overcome challenges in developing and
operating safe and secure driving functions, by complementing
a systematic feedback loop of field data, including detected
security incidents into the development or update phase,
depicted in Fig. [I] These security incidents include detected
cyberattacks manifesting themselves in information flow not
covered by the original system design, as well as detected
changes in the operational design domain.

Detected security risks, such as attack paths uncovered
during operation, can be identified, analyzed, and linked to
security analyses, requirements, models, and measures from
the design phase. This enables our workflow to adjust the
development of new safety and security measures, allowing
continuous treatment of malfunctions, closure of security gaps,
and the safe update of functionality.

The main contribution of this project and its goal consist
of designing, implementing and validating a workflow for a
continuous feedback loop of monitored data into the develop-
ment process over the product lifecycle, while simultaneously
reducing the amount of needed monitored data to detect the
occurrence of incidents.

The rest of the paper is structured as follows:

1) Section [} a monitoring platform with automatically
generated rules and conditions, selectively collecting
information flow inside a vehicle or a fleet of vehicles.

2) Section a workflow and tool set for continuously
reducing the amount of needed human classification of
detected security incidents through automatic preselec-
tion and accompanying knowledge management.

3) Section [[V} a simulation system, allowing for insertion
and replayability of security incidents validating the
presented methods.

UNCOVER is funded by the German Federal Ministry of Ed-
ucation and Research (BMBF), with a project time from June
2021 until December 2023. The consortium consists of ERNW
Reaseach, RISA, ENCO as well as the Forschungszentrum
Informatik and the Karlsruhe Institute of Technology.

II. MONITORING PLATFORM

Connected to an automotive CAN bus and listening to
the presented vehicle data transmitted via CAN mutliframe
messages, a monitoring platform is placed. This component
represents an onboard monitoring unit inside o an automotive
vehicle. Section [[I-AT] describes the model employed for auto-
matic code generation, including configuration of monitoring
components in the form of hardware descriptions, as well as
generating accompanying software. These components need
to fulfil the requirements of subsequent and preceding system
parts, which include the specification of information flow
deemed suspicious as well as the read-out format of collected
data. Fig.[2] shows the platform components. Using the encryp-
tion and decryption modules, described in section end-
to-end encryption is facilitated. The platform is connected to
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Fig. 2. Components of monitoring platform. Components inside the green
box are generated based on a given system model. Arrows denote information
flow of monitored data inside the component. Blue modules show encryption
and decryption. Large arrows show interfaces to other parts of the UNCOVER
workflow.

the aforementioned CAN bus, where incoming messages are
promptly encrypted.

A. Model based generation

Generation of monitoring components is facilitated by us-
ing a multileveled model for monitoring hardware to trace
information flow over automotive communication systems [0].
Table [I] shows a short description of the respective model
elements.

1) Mathematical Software Model: A model instance is
described as:

M= (MP7M17MF)7

with the first layer being defined as:
Mp = (U, L, L, 0r),
the second layer being defined as:
Mp = (F,Is, INorm, R, 0F, pR),
and the third layer being defined as:
M =(V,C v, pc,wy).

The first layer, M p, describes the platform architecture and
contains: the set of units U; the set of links L; as well as
¢ : L — P(U), mapping each link to a set of connected units;
and 0 : L — {0, 1} specifying if monitoring components can
be generated for this link.

The second layer, Mp, describes the functional imple-
mentation and contains the set of features F', describing
abstract information sources and sinks; the set of suspicious
information flow Ig C F x F, which models unwanted
system behavior; the set of normal system behavior I oprm C
F x F,Is N Inorm = @, which specifies information flow
during normal operation; a set of rules R, defining when in-
formation flow is deemed suspicious; as well as o : ' — U,
mapping each feature to a corresponding execution unit and
¢r : R — P(Is) and the mapping of every rule to one or
more elements in Ig.

The third layer, M7, describes the functional implementa-
tion and contains: the set of (system) variables V'; the set
of conditions C'; as well as ¢y : V — F, mapping each
variable to its produced feature; o : C — P(V'), mapping to



TABLE I
MODEL USED FOR MONITORING GENERATION [|6]

Layer Model element Description
M UL,pr:U—L Units, links & mapping
P
drp:UUL —{0,1} Unit reachability
Fin, Fout Input and output features
I C Fyp X Fout Intended information flow
Mp Is Suspicious information flow
R,or: R— P(Is) Suspicious rules & mapping
p: F—=U Mapping of features to units
Viev : V= F System variables and mapping to F'

My Copoc:C—=PV)
wy :V—o>FxF

Conditions & mapping to V'

Assignment of V' to network paths

each condition one or more variables; and wy : V — F X F
specifying, where every system variable is sent to and from.
This work has been presented in [[6]. Exchange of information
is modeled via the so-called information flow over multiple
features.

One instance represents one automotive system and is then
used for the monitoring of communication systems and to
describe the used hardware components. Detected information
flow, not specified in o,y € Mg as well as system variable
in the monitored software system, can be used as an element in
the set of rules R € M or the set of conditions C' € M. This
allows for a monitoring strategy, that observes the software as
well as the hardware of an automotive system, in respect of
the flow of information not previously specified or anticipated
by the designer.

2) Generation of Monitoring Components: Generation of
monitoring components is facilitated for each model instance
as shown in fig. 2] The lower part is parameterizing functions
for a given software system. Resulting from this, a software
frame is the input into the next step, where possible monitoring
functions generated. These functions are then inserted in a
given code base.

For a communication system, an instance of M needs to
be provided to the instance evaluation. Out of those, a list
of suspicious addresses and bus system messages is gener-
ated. This list is then used to generate monitoring hardware
description files using the Chisel framework [7]. Additionally,
functions parameterized during the generation of the software
monitoring system are registered as elements in the sets R €
Mp as well as C € Mj. Lastly, the monitoring subsystems
for software and communication systems are combined in
the deployment stage, resulting in a bit stream ready for
programming an FPGA.

The generated monitoring code is deployed onto a MicroB-
laze soft core processor. Every monitored CAN message 1D
is associated to a locally assigned buffer, where messages are
stored until all multi-frame messages are received. Incoming
messages are checked for their expected multi-frame index. In
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Fig. 3. Generation workflow. Top: generation for monitoring software
components. Bottom: Generation of hardware components.

case the multi-frame index mismatches with the expectation,
already present message parts are deleted, and the buffer is
cleared.

B. Encryption Module

While the data stored by the monitoring platform for further
analysis in the backend is likely not to contain canonical
examples of sensitive data such as credit card or social security
numbers, respective data needs to be thoroughly protected,
nonetheless. Through the easily resolvable car-driver link,
even seemingly innocuous data such as start-up time or ac-
celeration profiles might reveal sensitive personal information
up to uncovering a travel route. Not only the data at rest on
the monitoring platform, but also the data in transit during
communication with the backend, needs to be protected.

In order to gain an improved view of the overall car state
and processes, a future variant of the monitoring platform
might employ additional sensors at particular car components.
These sensors might not transmit their data via conventional
bus systems, but, e.g., wirelessly on an RFID basis, making
the transmitted data a potentially straightforward target for
eavesdropping and manipulation.

Especially, this preparation for further extension through
RFID-based sensors imposes harsh restrictions on the tolerable
resource demands of a corresponding cryptographic scheme.
Therefore, a local hardware encryption module based on the
DRACO stream cipher [8] is deployed in the monitoring
platform.

The cipher’s key size is 128 bits and its IV size is 96
bits. In an ultra-lightweight scenario like a low-cost RFID tag
that has the secret key burned into the device or stored in an
EEPROM and whose transmission module holds non-repeating
frame numbers that can be used as IVs when encrypting the
respective data packets, DRACO needs 23 percent less chip
area and 31 percent less power than the established lightweight
stream cipher Grain-128a [9] at 10MHz. In this work, the
DRACO hardware module is further optimized to resist the
cryptanalytic approach of Banik [[10] and extended to feature
the “authenticator generator” of Grain-128AEADvV2 [11].

In consequence, the onboard monitoring platform developed
features a model based generation scheme as well as a state-
of-the-art lightweight authenticated encryption module, which
protects data at rest and in transit from eavesdropping and
manipulation, and allows for straightforward expandability of
the monitoring domain via low-cost RFID sensors.
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III. CONTINUOUS ANALYSIS AND DEVELOPMENT

Consider a fleet of vehicles each equipped with one instance
of the monitoring platform as described in Section [[I} likely
to produce enormous amounts of data, which have to be
categorized automatically in order to make them useful for
the developing process.

There are many states and execution environments having
an impact on the categorizing by the monitoring platform.
Furthermore, a considerable part of the events produced
will contain discrepancies or contradictions between different
sources of information (e.g. speed information from GPS or
from speedometer). In such cases, interaction with human
experts is required to obtain additional information. Thus,
a central and partial manual classification of elements is
necessary to reduce future human load.

The continuous analysis and development therefore consists
of three parts:

1) A neural network application determining whether the
considered event has occurred previously and a check
against an accompanying database of occurred events.

2) Human intervention, if a detected event could not be
classified into an existing class.

3) Statistical model to calculate characteristics of the events
of a given type including a failure rate estimation using
a hierarchical model to reflect different conditions.

Fig. [] shows a flowchart of the processes as described in this
section. The automated parts are implemented in Python and
the COODEXX database is used for knowledge management.

A. Event ldentification

Detection of an anomaly by one instance of the monitoring
platform results in a trace of n monitored messages. This
trace is sent to a backend application and identified using the
following process.

Before deployment, a whitelist of nominal behavior of the
driving function and the corresponding bus messages is created
during testing of the driving function. Using this whitelist, the
set of rules R for the monitoring platform is derived, and the
Neural Network (NN) classifier is initially trained.

Because of limited decision time and available computing
resources inside the monitoring platform, a finalized decision
can’t be achieved onboard only using a rule-based approach,
resulting in the usage of the NN based classifier. This approach
is described in further detail in section [II-ZATl If the NN is
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Fig. 5. Architecture of the NN for anomaly detection.
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able to classify the anomaly the information is added to the
database, if not, human assessment (section [[II-B)), is needed
and the event is added to the database as well as to the
whitelist of known events. This growing whitelist is then used
to retrain the NN classifier and reconfigure the monitoring
platform (section [M). The database is able to store vehicle and
event metadata like observation period or driven kilometers.
Additionally, legal norms as well as regional, national or
international laws are registered and automatically presented
to corresponding events. These include the Vienna Convention,
StVG and AFGBV or DSGVO, because of the sensitivity of
the personal data involved.

1) Neural Network based Classification: The NN used
for classifying bus traces consists of an autoencoder and a
classifier. The neural network architecture is shown in Fig. [3

The encoder and the decoder each consist of three fully
connected layers with dropout layers. The training data for this
NN is the initial whitelist of nominal behavior of the driving
function from the simulation in Section[IV] Using Monte-Carlo
Dropout sampling, the uncertainty of the classifier can be
calculated. With this uncertainty, the anomaly can be classified
as either being similar to another signal trace of the initial
whitelist or as a new scenario. As the uncertainty is calculated
for the whole trace, the parts that contribute most to the
deviation from the whitelist can be highlighted, simplifying
human assessment of unknown anomalies.

B. Human Event Assessment and Reuse of Data Analysis

In case the monitoring platform detects an unknown behav-
ior or event, further human analysis is needed to distinguish
critical from uncritical events. The identification of a critical
event is the first step in an analysis process, potentially
revealing a security incident. Depending on the amount and
quality of data, knowledge can be gained on attack meth-
ods and exploited weaknesses, supporting future reuse and
continuous analysis. Analyzing monitored events depends on
a safety & security analysis of the monitored system. For
our work, we use SOX, a model-based safety & security
analyzing tool supporting system modelling using both Unified
Modeling Language (UML) and Systems Modeling Language
(SysML). The system model is used to describe the structure
and intended behavior of the system including activities, state
machines and interactions as well as constraints.



Event data from the monitoring platform provide a time
series of data flow and system states. By visualizing time series
data and accounting for any constraints of the monitoring
parameters, unintended behavior can be identified, and the cor-
responding event marked as potentially critical. Furthermore,
from analyzing the unintended behavior, a failure category
is derived. As a second step, the monitored behavior can
be analyzed in the context of the system model. Suspicious
signals or information flow is related to components based
on the type of data, and a decision can be made whether
the system design supports the analyzed behavior. In case
a specific failure mode can be identified in the monitoring
data, this can be combined with an initial safety and security
analysis to get a hint of what might have caused the unintended
behavior, including catalogs of known cybersecurity attacks to
support continuous analysis like [[12].

Analyzing monitoring traces followed by a detailed system
analysis may reveal a cybersecurity attack. The results can be
used in SOX via a thread analysis and risk assessment (TARA)
to iteratively analyze a categorized event. Depending on the
level of detail, the knowledge gained might be represented as a
threat scenario associated with a certain cybersecurity property
of an asset, or as one or more attack steps with a detailed
description of affected components and vulnerabilities. Finally,
a cybersecurity control can be defined to mitigate the discov-
ered risk. All cybersecurity-related elements like single attack
steps and attack paths as well as discovered vulnerabilities and
countermeasures are stored in catalogs for reuse and to support
the continuous analysis and development.

C. Statistical Methods

Classic frequentest and Bayesian estimation methods, as
they have been known for many years, are based on the
assumption that all events summarized in a population are
homogeneous with regard to the characteristic under consid-
eration, i.e. in the case of failures of technical components,
that all components have the same failure rate. In the case
of barriers against cyberattacks, it might be assumed that all
considered barriers have the same failure rate. Because a fleet
of cars can not be considered homogeneous, other hierarchical
estimation methods are used, which have become known as 2-
Stage Bayes or super population approach.

The super population method was first introduced by Kaplan
[13] and was established [14], [[15]. The added subpopulations
serve to estimate an a priori distribution, on the basis of which
a Bayesian evaluation is carried out for the subpopulation
under consideration. For each of the total of k subpopulations
there is a pair of values £ = (n,T) or E = (n, N), namely
the number of failures experienced therein n and the time base
T or the frequency of demands N [ﬂ The subpopulation for
which an evaluation is to be carried out is denoted by Ej,
the others are denoted by FEj, ..., Fx, and is denoted in their
entirety by £. In order to take into account the variability of

!'Subsequently the method is described for failure rates (parameter of the
exponential distribution.). A similar argument can be derived for the failure
probability per demand (parameter of the binomial distribution)

Database

Fig. 6. Project component overview. Starting with a CARLA simulation
Section @ the vehicle data is forwarded over a ROS2 [16] bridge to the
developed monitoring platform Section [lI} Afterward, the analysis platform
(Section performs an automatic preselection using a continuously refined
DNN model. The developer has the opportunity and knowledge to refine
the monitoring platform. Detected incidents are entered in a knowledge
management database. Steps are shown in gray, used tools in blue and
exchange formats are marked in green.

the rate or probability per request, this variable is taken as
a random variable that satisfies a given distribution law with
unknown parameters W. The unknown parameters W of this
population distribution are determined by Bayesian estimation
as follows.

ol = — SDLER)
= s L(ER) S
g(¢) is an a priori distribution density reflecting any ex-
isting prior information about the unknown. The likelihood
function L(E|v) results given pair-wise independence of the
subpopulations as:

k
L(E) = [] L(Eilv)
i=2
Subsequently, the target value A or p shall be denoted by
x. Applying the law of total probability and the factors in this
product yields

L(EJw) = /@

If the target is to calculate a (failure) rate, the likelihood for
subpopulation ¢ with n; failures in 7; time is

L(E;|z)g(z|¢)dx

Y

L(Ei|lz) = L((n;, T;)|\) = —e

;!
Given this, the distribution density function g is completely
defined. Again, applying the law of total probability results in

f(2E) = /w) o(2)g (V| E)dis

which is the resulting prior distribution density for xz. A
posterior taking into account the specific evidence F; is then
according to the law of Bayes

_ L(Ba)f@lE)
Jooy L(EA[2) F(a] E) di

Reasoning has been produced to use the lognormal distri-
bution as a population distribution.

f(mlEhE)




TABLE II
FORMAL DEFINITION OF THE LOGICAL SCENARIO OvertakeLeft

Road lanes >2
Right lane width 3m
Left lane width 3m

Ego speed

Other car speed
Other car lane
Other car pos
Other car distance

ve ~ U(20km/h, 30 km/h)
vo ~ U(50km/h, 70 km/h)
is left of ego car lane

is behind of ego car pos

< 200 m

OvertakeLeft

IV. SIMULATION

Demonstrating our approach, the Car Learning to Act
(CARLA) [17] environment is used to simulate a real world
consumer vehicle. CARLA is an open-source simulation for
vehicles and allows for sensor data, such as cameras, LIDAR,
or radar sensor outputs to be simulated. The CARLA Sce-
nario Runner is used to simulate and record specific driving
scenarios. It allows for the definition of logical scenarios and
generating concrete scenarios with randomized parameters.
These include scenarios like OvertakeRight, and Drivingldle.
Table [lI| exemplary shows the definition of the logical scenario
OvertakeLeft. In this scenario, the ego vehicle drives on the
highway and is overtaken by another actor on the left lane. The
LIDAR data can be used to detect the distance between the
ego vehicle and a preceding vehicle. This information is used
by an Adaptive Cruise Control (ACC) application, maintaining
a safe predefined distance from the preceding vehicle if, it is
travelling slower than the maximum speed limit.

The Robot Operating System 2 (ROS2) [16] framework
is used for communication between simulation and ACC
application, as well as for recording data, paralleling an
automotive onboard communication system. A special ROS2
node is present inside the network for sending ROS2 messages
from the simulation and ACC commands to CAN frames, and
transmitting them via a USB-CAN adapterto the monitoring
platform. Messages are transmitted as CAN multi-frame mes-
sages according to ISO 15765-2 [18]. The CAN messages
are then monitored and encrypted by an instance of the
presented monitoring platform. Connected to this instance, the
evaluation, and database is placed, completing the workflow.

V. CONCLUSION

In this project, a workflow to monitor automotive commu-
nication inside active vehicle fleets and use the monitored
traces to refine the future development process as well as
further analysis is presented and researched. By making use of
continuous monitoring, the workflow allows for an adaptation
of the configuration of the monitoring platform as well as the
subsequent anomaly detection to lessen the need for human
intervention or classification of subsequent events.

The goal of classifying every scenario into known or un-
known as well as malicious or benign is achieved by retrain-
ing a neural network model to classify monitored scenarios
upon detecting an event. Scenarios deemed benign will be
excluded from triggering future monitoring. Scenarios detected

as malicious or classified as unknown are reinforced into
the model after classification into benign or malicious. An
accompanying knowledge management is added. Our approach
is supplemented and validated by a demonstrator. With this
workflow as the project’s result, we extend the Vee model
by a continuous monitoring of safety and security incidents,
allowing the development and software engineering process to
encompass continuous data-driven design support.
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