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Abstract—Future automotive architectures are expected to tran-
sition from a network-centric to a domain-centered architecture
featuring central compute units. Powerful domain controllers
or smart sensors alleviate the load on these central units and
communication systems. These controllers execute tasks with
varying criticalities on heterogeneous multicore processors, and
are ideally capable of dynamically balancing the computing load
between the central unit and sensors. Here, Artificial Intelligence
(AI) capabilities play a crucial role, as it is in high demand for such
an automotive architecture. However, AI still requires specialized
accelerators to improve their computation performance.

Task-oriented distributed computing with criticalities up to
ASIL-D necessitates the development and utilization of specialized
methodologies, such as safety, through the isolation and abstrac-
tion of low-level hardware concepts. Meanwhile, online monitoring
and diagnostics become vital features to detect errors during
operation.

The EMDRIVE architecture includes methods, components,
and strategies to enhance the performance, safety, and security
of such distributed computing platforms. The nationally funded
EMDRIVE project connects its twelve partners from academia
and industry and is currently in its intermediate stage.

Index Terms—automotive, safety, monitoring, load balancing,
intrusion detection, AI accelerator

I. INTRODUCTION

Vehicle functions increasing the safety are essential to mod-
ern vehicles, with more sophisticated systems being integrated
to vehicles. The goal is to reach a level where those functions
can take over the driver’s responsibility to control the vehicle
autonomously and safely [1]. With such features becoming a
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crucial component in modern vehicles, novel computational
architectures are required to meet the demands for compu-
tational power and safety. Further, vehicles will be required
to communicate with the cloud as some functions can not be
performed on-board and must be offloaded to powerful compute
clusters. Delivering high-quality driver assistance requires the
use of sensor-fusion algorithms, as the information gathered by
a single sensor may be incomplete. Current architectures, which
perform object detection directly on the sensor node, are unable
to meet this demand. Instead, distributing the computation
between the sensor and a highly performant central compute
unit will be necessary [2]. In this case, the sensor node only
performs pre-computations, while more complex algorithms are
performed centrally to enable sensor fusion. A drawback of this
approach is the increase of on-board network traffic, as sensor
data is transmitted instead of the detected objects.

Another concern lies in the central compute unit. While it
provides significant computational power, a major challenge
is the isolation of critical and non-critical tasks. Further, the
introduction of AI algorithms lead to the inclusion of dedi-
cated accelerators, contributing to a heterogeneous architecture.
Hence, it is crucial to assign workloads at runtime to certain
hardware units in order to maximize resource utilization [3].

Guaranteeing safety of such complex systems and achieving
ASIL-D certification is a key issue. Novel software features,
combined with the complex compute architecture, can result
in the occurrence of extremely rare errors that can cause
critical failures. Due to the complexity of the system, reliably
identifying such errors at design time may be impossible.
Therefore, online monitoring systems are needed to detect
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anomalies at runtime and provide ways to mitigate them [4].
In the scope of the EMDRIVE project, we develop tools and
components to tackle the three major challenges presented:
distributed computation, dynamic distribution of workloads and
online monitoring of in-vehicle communication.

Our consortium consists of twelve partners, five of which are
academic, with seven industry partners. Each partner focuses on
different aspects of the computing architecture. The Karlsruhe
Institute of Technology (KIT) focuses on the co-design of
hardware and software for efficient embedded AI applications.
The Technical University of Munich (TUM) develops a di-
agnosis companion box for online monitoring and analyzes
the developed hardware accelerator to find vectors for side-
channel attacks. Ambrosys (AMB) develops a simulation and
development platform for machine learning, and establishes
the prototype of a cloud backend for the monitoring and
diagnosis toolbox. The Universität zu Lübeck (UzL) focuses
on two aspects: (1) the development of a virtual prototype of
a CNN accelerator, and (2) the training of several AI models,
especially CNN for radar data processing. Elektrobit Automo-
tive GmbH (EB) is focussing on safety aspects in dynamic
systems. Infineon Technologies (IFX) develops an architecture
for remote access of production devices to facilitate remote
diagnosis. ZF Friedrichshafen AG (ZF) develops a concept
for an intrusion detection system to detect attacks at an early
stage. Siemens AG is investigating techniques for dynamic
load balancing in the industrial context. Forschungszentrum
Informatik (FZI) works on methods to design service-based
software architectures. Continental Automotive Technologies
GmbH develops a framework to simplify the development of
vehicular software.

The following sections will discuss our contributions to the
three challenges we identified. Sec. II introduces our Smart
Sensor Platform to preprocess and compress radar data. In
Sec. III we describe solutions to address online monitoring and
anomaly detection for in-field usage. Finally, isolation and load
balancing techniques are discussed in Sec. IV.

II. SMART SENSOR PLATFORM

With the move towards distributed compute architectures
becoming more common, designing the preprocessing stage is
a crucial task. In the EMDRIVE project, we develop a hard-
ware platform and accompanying software tooling to perform
efficient processing of radar data. As computations move more
towards the central platform, our focus lies on designing an
optimized architecture for a given task and less on providing
maximum compute power. We also develop the necessary
software tools to effectively utilize the computational platform.

A. Preprocessing of Radar Data

The pre-processing of raw radar data usually employs Fast
Fourier Transformation (FFT) as shown in Fig.1: radar sensors
collect the data and an FFT unit extracts features [5]. The output
of this processing is the Range-Doppler Spectrum (RDS). RDS
serves as the input for further processing steps, extracting
relevant and task-specific information. To accelerate this pre-
processing step, typical systems feature dedicated hardware
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Fig. 1: FFT- vs. DNN-based Pre-processing of Raw Radar Data.
We substitute the FFT with a DNN.

accelerators for FFT computation. In a modern system, it
could be beneficial to replace such hardware components
with multipurpose accelerators also suitable for deep neural
networks (DNN) to reduce the hardware overhead. We aim
to substitute the FFT in the pre-processing step with a DNN,
thereby eliminating the need for dedicated FFT accelerators.

To achieve this, a DNN is trained on input/output pairs
collected using the classical FFT approach. This allows ex-
plorations regarding trade-offs between DNN accuracy and
execution time as a result of model size and complexity.
As multiplication in the frequency domain is equivalent to
convolution in the time domain, the proposed DNN model is
mainly composed of convolution layers. Our initial results are
very promising: the proposed DNN has ∼300K weights and
can achieve a loss near zero when intentionally over-fitting on
a small subset of the dataset.

B. HW/SW Co-design for AI based Radar Processing

In order to increase the performance and energy efficiency
of AI computations, dedicated accelerators are needed. Here,
the design of scalable architectures offer a way to reduce time-
to-market through configuration for different performance do-
mains. In the EMDRIVE project, we choose Gemmini [6] as the
basis for our accelerator due to its scalability and open-source
nature, and develop a compiler based on Apache TVM [7]. We
extended the accelerator with support for relevant neural layers
and activation functions to increase the performance.

In the second phase of the project, we will focus on further
development of the compiler to achieve greater performance
improvements. We build on a previous implementation [8] but
extend it with support for auto-tuning of convolutional layers,
as those are the most relevant for our use-case. Additionally,
we will focus on enhancing the real-time capabilities of the
architecture.

C. Analytical Performance Modelling of Systolic Arrays

Scalable architectures result in novel challenges for hardware
designers. A major difficulty is finding the optimal configura-
tion of a certain architecture to process a given workload in
an optimal way. To deal with this challenge, we developed
an automated design space exploration (DSE) tool to find an
optimal configuration of a systolic array for a given workload.
An overview of our tool is given in Fig. 2. We automatically
construct the design space of valid configurations. For a given



Design
Constraints

Workload
Description

Component
Models

Analytical
Model

Array Config
Generator

Area & Energy
Estimation

Performance
Estimate

Energy & Area
estimate

Fig. 2: Our DNN analysis tool with the analytical model at
its center. We automatically construct the design space and
evaluate configurations w.r.t. performance, area and energy [10]

workload, we reconstruct the executed instructions for any
given design point and use them to calculate the computational
intensity. With this information, we leverage the roofline model
to calculate a performance estimate and use Accelergy [9] for
energy and area estimates. Our results show a runtime reduction
of up to 138x over state-of-the-art tools, while performance
estimations are within 1% deviation [10].

D. Virtual Prototype of a Neural Network Accelerator

In hardware design, the process of DSE can be significantly
accelerated with the use of Virtual Prototypes (VPs). Previous
work demonstrated the feasibility of VPs in aerospace electron-
ics [11]. Another general-purpose approach shows a SoC VP
implementing a RISC-V Core with SystemC TLM [12].

However, none of the existing approaches cover neural
network accelerators. Implementing a VP of a systolic-array-
based neural network accelerator coupled to a CPU core can be
used to speed up the DSE targeting automotive-specific AI al-
gorithms. The VP enables the fast exploration of different DNN
workloads with the target hardware architecture. Additionally,
performing early design stage safety and security evaluations
can give suggestions of potential threats [13].

E. Cloud Platform for Collaborative AI Development

The previous discussions prove that we require suitable
tooling for an easy deployment of models for training or
inference on high-performance chips in autonomous vehicles.
The existing tooling is not satisfactory, e.g. reproducibility,
collaboration and monitoring of ML models are not adequately
addressed. With Mantik, we provide an open-source cloud
platform, which simplifies the collaborative development of
machine learning models on HPC facilities, and enhances
reproducibility by supporting data and code versioning as well
as experiment tracking [14].

Within the EMDRIVE project, Mantik is developed towards
a platform that allows for generating artificial data for training
and security as well as safety evaluations of autonomous driving
algorithms.

F. Security Analysis of the Hardware Platform

With increasing popularity of moving AI to the edge, attacks
also raise in popularity. Edge devices enable additional attack
vectors such as side-channel attacks [15] that aim to steal the

Intellectual Property (IP) stored in the AI-algorithm in the form
of its parameters. Hence, countermeasures are necessary, with
shuffling [16] and masking [17] being prominent examples.

To harden the accelerator used in the EMDRIVE project, we
perform a vulnerability analysis. In a first step, we identified
leakage with TVLA [18] when observing the overall power
consumption of a Gemmini implementation, as well as the
electromagnetic emanations (EM) of areas over the FPGA. This
indicates that side-channels can pose vulnerabilities to potential
IP-theft. Next, we employ the simulation tool TOFU [19]
to identify attack vectors in detail. We aim to close those
vectors in an iterative process by using mainly masking as a
countermeasure, in order to make power consumption or EM
independent of the processed secret data while maintaining
performance.

III. MONITORING AND DIAGNOSIS

The classical approach for achieving the highest safety
requirements, such as ASIL-D in the automotive industry, aims
to identify all systematic errors early during the development
phase. However, with increasingly complex systems, detecting
all potential error causes at design time becomes infeasible.

We address the challenge of achieving ASIL-D compliant
failure rates for distributed control units in autonomous driving.
For this, it is essential to recognize, analyze, and mitigate errors
and effects occurring in the field that negatively impact perfor-
mance, safety, and overall system security. This necessitates a
powerful, safe, and secure observation capability in the vehicle
with greater flexibility than conventional error routines.

A. Monitoring Chip Traces

With the introduction of new hardware components and soft-
ware features, monitoring features are becoming more relevant
as the increased complexity results in many additional failure
points. To ensure high dependability of the system, a continuous
monitoring is required.

An integral part of any vehicle is an electronic control
unit (ECU), which can comprise one or more interconnected
microcontrollers (MCUs). By having an efficient architecture
for accessing those MCUs, remote access is possible even in a
production device, which is essential for remote diagnosis.

We developed a new tool access architecture called Tool
Access Socket (TAS), as shown in Fig. 3. It can be used
for debug & trace of microcontrollers from early development
to in-field diagnosis. Different Tools are provided to access
the hardware targets. They enable standard read/write access,
channel interfaces for file I/O or direct access to the on-
chip tracing infrastructure. The TAS Server processes incoming
connections and assigns them to a selected target through the
dispatcher. Target devices can be connected via a standard
debug interface (Tool HW) or through Ethernet to enable remote
access. When no specific tool hardware is used, a firmware
called TAS Agent SW is provided to enable debug and trace
access via Ethernet. To abstract the different debug interfaces,
the TAS Server uses Agents to model common functionality.
This design hides the physical interface from the Tool, allowing
a unified tooling for different product families [20].



D
ev

ic
e 

B

TAS Agent SW

CPU

TAS RW Tool TAS Channel Tool TAS Trace Tool

TAS Dispatcher
TAS Agent TAS Agent

TAS ServerTool HW Interface

Tool
HW

D
ev

ic
e 

A
Cerberus

TCP/IP

Fig. 3: The TAS architecture for continuous monitoring. Dif-
ferent tools are provided to access on-site or remote devices.
The dispatcher connects Tools with devices through an Agent.

B. Layer Trace Based Anomaly Detection

In addition to a processor-based anomaly detection, we
use layer tracing to monitoring AI accelerators and to detect
anomalies during operation. While neural network-based mod-
els usually assign an arbitrarily large confidence to objectively
false predictions, the execution and calculation of these models
must be monitored during execution. In this project, this is done
by layer tracing. To choose from various published methods,
we introduce EFFECT, a framework to compare conventional,
and machine learning based methods to automatically find an
optimum for a given use case. EFFECT is able to automatically
evaluate strategies in terms of accuracy, latency as well as
memory consumption. Additionally, our tool is able to account
for different dimensions of intermediate layer results [21].

C. Diagnosis Companion Box

To enable continuous diagnosis of sporadically occurring
systematic errors which have not been detected at design
time, we propose a diagnosis companion box (DCB) to detect
these issues at runtime. The DCB continuously monitors the
system for deviations from the expected behavior and performs
an initial analysis of potential root causes. Fig. 4 shows an
overview of the box and its components.

Due to the involved amounts of data, permanently tracing
all ECU processing and data exchange, recording raw data for
offline analysis, or analyzing all data at runtime to identify
potential problems is impossible. Therefore, the DCB follows
a sequential approach, with the underlying assumption that
deviations of expected behavior manifest in anomalies of the
data exchange among sub-functions. Such anomalies could be
deviations from the expected arrival time pattern of Ethernet
frames or their sizes. The DCB is permanently monitoring the
traffic on the automotive Ethernet backbone. Once it detects
an anomaly, it begins analyzing the processing within the ECU
that is the source of the flow with the abnormal behavior. This
ECU likely has problems in processing the associated sub-
function sending out the abnormal traffic. For the analysis,
the companion box is provided with a set of predetermined
checks carried out sequentially, where each of these checks is
associated with a potential root cause for that anomaly.

Backend

Expert Evaluation

Companion Box

Anomaly Detection
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Gateway
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configuration/report

Traces
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Fig. 4: Overview of the diagnosis box concept for online
anomaly detection. Vehicles are equipped with a box to perform
online diagnostics and anomaly detection.

The checks use the trace monitoring infrastructure as de-
scribed in Sec. III-A and consist of verifying the timing of task
executions, memory access behavior and other relevant metrics
that can be extracted from processor traces. Each check is
associated with a specific Multi-Core Debug Solution (MCDS)
configuration that delivers the required trace data via the TAS
Server to the DCB.Intermediate results or preprocessed traces
may be forwarded into a cloud backend for further analysis
and for controlling the overall diagnosis process.The DCB
triggers the analysis tasks one after the other to correlate
the communication anomaly with deviations observed in the
processing within the ECU.

This online vehicle-based monitoring and analysis is supple-
mented by a cloud-based backend. Depending on the reports
received from DCBs installed in a fleet of cars with identical
hardware and software configuration, the backend can configure
the individual DCBs so that the search for the potential root
cause of an anomaly is done in a distributed manner, improving
the statistical coverage of the diagnosis.

This describes the behavior of the DCB when it acts in a
mode loosely coupled with the cloud backend. Alternatively,
a tightly coupled operation is conceivable as well where the
backend decides about assigning specific diagnosis sub-tasks
to different diagnosis boxes within the fleet of cars so that
different potential root causes can be analyzed in parallel.

As a first step we implemented a simulation of the anomaly
detection and work is now ongoing on an FPGA prototype of
the DCB.

D. Cloud backend for monitoring and diagnosis

In Sections III-A and III-C, we have discussed approaches for
monitoring, error detection, and diagnosis operated on the vehi-
cle. These solutions prove highly effective in addressing acute
failures in the car. However, they face limitations concerning
a comprehensive history of events and data, primarily due to
constrained storage and computing capacities. To overcome this
limitation, we augment the monitoring and diagnosis systems
with a cloud backend, see Fig. 4. It enables the loading of
data recorded on the edge device, including status updates,
failure messages, detected failures, and the analysis of this
data based on historical information. Using this data, the
detection and diagnosis methods running in the car can be
evaluated asynchronously and updated if necessary. Another
notable feature of the cloud backend is its capability to harness
the full potential of swarm intelligence: Data from various
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cars can be aggregated to collectively enhance the security and
safety algorithms running in individual cars.

E. Intrusion Detection

Detecting attacks against a vehicle is necessary to guar-
antee security of the system [22]. For this reason, we have
developed a concept for an intrusion detection system (IDS)
in our Ethernet-based network architecture, see Fig. 5. The
connectivity component is the core component of our concept.
All traffic sent over the network is automatically routed via
a network switch located on it. Our IDS is also located on
the connectivity component. The switch mirrors all traffic and
sends it to the IDS. In our threat model, we assume an adversary
that has gained control of a component in the vehicle, such
as the infotainment system, and can send messages into the
vehicle network. As IDS software, we use Snort to analyze
the traffic [23]. Snort is a rule-based IDS, which means it
uses rules to check network traffic for suspicious packets. In
case of an attack, Snort outputs a warning and additionally a
recording of the traffic that triggered a certain rule. In a further
step, these warnings can be sent together with a recording of
the traffic to a backend-server, a so-called Security Operation
Center (SOC), via an over-the-air solution. In the SOC, the
alerts can be analyzed again and measures can be taken in the
event of an attack. In order to keep the false-positive rate of the
IDS as low as possible, our concept involves first simulating
the vehicle network in a secure environment. Based on this
simulation, the rules of the IDS can be adapted so that only
actual attacks on the vehicle are detected and reported. This
has the further advantage that the amount of data that has to
be sent to an SOC is kept to a minimum.

IV. DYNAMIC LOAD BALANCING

With the introduction of multicore architectures and the
inclusion of dedicated accelerators, software tools to effectively
utilize these heterogeneous architectures are needed. Within
the EMDRIVE project, we develop systems for dynamic load
balancing to maximize the utilization of system resources and
provide tools to isolate safety critical tasks.

A. Load Balancing for Heterogeneous Compute Systems

For the deployment, management and migration
of lightweight applications in heterogeneous systems,
WebAssembly has been identified as a novel and flexible
solution. WebAssembly applications are similar in structure to
traditional containers, but have no direct dependency on the

WebAssemblyMessages Messages

Hardware (ARM/RISC-V/x86/...)

Timer Initialization Stop Communication
Runtime

Fig. 6: High-level view of the concept of WebAssembly mod-
ules in service-oriented architectures
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kernel or operating system and are in a completely isolated
environment, so they have no independent access to interfaces
or device hardware. To enable the integration of such modules
into a vehicle architecture, a runtime environment to integrate
WebAssembly into service oriented architectures for edge
systems is required [24].

Fig. 6 shows the structure of the runtime environment.
The communication protocol is completely shifted from the
WebAssembly application to the runtime environment. This
also enables the reuse of the same application in different
systems with different communication protocols. The runtime
environment also allows the WebAssembly application to use
additional signal sources as input signals, such as timers, stop
signals and initialization data.

To communicate with the outside world, we also require
the use of peripherals without escaping the provided sandbox.
Therefore, we expose peripheral devices to the WebAssembly
module. We created a framework to semi-automatically gen-
erate APIs that mediate between the device and the module
(see Fig. 7). The module interacts with those devices via
int32 typed handlers, preventing direct access to the devices’
transportation API. This allows us to use memory-mapped and
port-mapped devices safely without escaping the sandbox.

B. AI-Accelerators as a Service

For the dynamic usage of accelerator resources, an interface
for the integration of accelerator hardware into service-oriented
architectures is being developed. This allows efficient usage of
heterogeneous accelerators from isolated applications without
direct hardware access.

The general architecture is shown in Fig. 8. Applications can
request acceleration from a central scheduler, which is able to
load balance between multiple different hardware accelerators.
Any input and output data is going directly from and to
the required components, without needing to go through the
application beforehand, to reduce the overall traffic.
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C. Safety Aspects of a Dynamic System

Running multiple software units on the same hardware poses
a challenge for mixed criticality systems. Special treatment is
required to allow units of different criticalities to reside on the
same ECU without lowering the safety level of all components.

The L4 microkernel can be used to establish strict parti-
tioning between a critical and non-critical partition of the same
system. It provides a first abstraction layer as enabler for higher
level operating systems or applications. This base system is also
meant to handle scenarios that are considered Denial of Service
in safety aspects. Each application is still behaving as defined,
but on system level the load cannot be handled. These situations
can occur in a general overload scenario, degrading system
performance or concurrent hardware access. In EMDRIVE,
we utilize L4Re [25] as a base operating system and further
develop it towards a dynamic environment for safety needs.

D. Continental Automotive Edge Framework

To ease the co-development of future hardware and software
components, we introduce the Continental Automotive Edge
(CAEdge) framework. It provides a development environment
for the design of software architectures necessary for future
autonomous vehicles. To achieve this, CAEdge is equipped with
the virtual twin of an ECU, providing feedback about potential
errors much earlier in the development cycle than is currently
feasible. Thereby, we are able to greatly reduce the development
time necessary [1].

In EMDRIVE, CAEdge is used to develop the actuator
control for a motion and stability system for autonomous and
manual driving. For this, we must take requirements like energy
efficiency and driving dynamics into account, while we have
to pay special attention to safety aspects. CAEdge is able to
synthesize a model predictive controller from these constraints.

V. CONCLUSION

The EMDRIVE project is developing the necessary tools
and components to build compute architectures suitable for
autonomous driving. We focus on novel architecture paradigms
resulting from the distributed computing necessary to deliver
sensor fusion. We identify the resulting challenges and present
our first intermediate results. Special attention is given to
safety-critical components of the architecture, such as online
diagnosis features to detect sporadic errors that cannot be reli-
ably caught at design time. Different aspects will continuously
be elaborated in published and planned publications.
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