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Abstract—The rapid proliferation of Internet of Things (IoT)
devices has revolutionized many aspects of modern computing.
Experience has shown that these devices often have severe security
problems and are common targets for malware. One approach to
ensure that only trusted software is executed on these devices
is Remote Attestation (RA), which allows a verifier to attest the
integrity of software running on such a prover device. As malware
is typically not trusted, an infected device will fail to generate a
valid signature, which allows the verifier to detect the presence
of malware on the prover. To achieve its security guarantees, RA
requires a trust anchor, often found in the form of dedicated
hardware on the prover. For IoT and embedded devices such
hardware has only recently become largely deployed. Current
RA protocols rely on classical asymmetric signatures that are
vulnerable to quantum attacks, which are expected to become
feasible in the near future. In this work we present SPRAYV, a
software-based RA system that leverages the Physical Memory
Protection (PMP) primitive of RISC-V to achieve its security
guarantees and employs quantum-safe cryptographic algorithms
to ensure resistance against quantum attacks in the future. Our
evaluation shows that it is feasible to deploy this solution on
RISC-V devices without incurring a prohibitive overhead or the
need for additional hardware, paving the way towards quantum-
resistant functionalities also in IoT.

I. INTRODUCTION

The swift advancement of technologies in the IoT domain
has brought significant security challenges. Due to the lack
of resources and widely adopted security measures in the
IoT ecosystem, amplified by the short time to market typical
for consumer electronics, IoT devices have become attractive
targets for malicious actors [1]]. A quite recent example for this
is the Mirai malware, which turned IoT devices into unwilling
participants of the Mirai botnet. This botnet, containing up
to 600,000 devices, was used to launch one of the largest
Distributed Denial of Service (DDoS) attacks against internet
infrastructure and major internet providers [2]] [3].

One way to prevent such a scenario is to enhance these
devices with Remote Attestation (RA), which allows an ex-
ternal verifier to verify that the device is only executing trusted
software. If the proving device is infected with malware, it
will fail to generate a valid signature, as the malware is not
trusted. This can be detected by the verifier, who can then
take corrective actions such as exclusion from the network or
sanitization of the device. These RA protocols typically rely on
a trust anchor or Root of Trust (RoT), often in the form of a
Trusted Platform Module (TPM), to store system measurements
and provide an integrity guarantee through attestation. The

data’s attestation is typically performed with a cryptographic
signature, which is created using an attestation key protected
by hardware as described by Coker et al. [4].

Most modern RA protocols employ classical cryptographic
schemes such as RSA and Elliptic Curve Cryptography, which
are vulnerable to quantum attacks such as Shor’s algorithm [5]].
While quantum computers currently do not possess the re-
sources required to utilize these attacks, it is still necessary
to explore the design considerations when implementing post-
quantum algorithms to ensure that we are ready to respond
to this threat when it arises. Moreover, as the lifetime of an
IoT device can extend to multiple decades [6], it is paramount
that post-quantum cryptographic primitives can be deployed on
these devices well in advance, especially for RA.

This also applies to devices based on the RISC-V instruction
set architecture (ISA), which has become increasingly more
common in the IoT domain due to its openness and focus
on simplicity and efficiency [7]]. While many such devices are
available, rarely any of them contain a traditional RoT, as they
are often considered to be too cumbersome [8]].

To address these issues, we propose a software-based post-
quantum RA system. Our system utilizes the RISC-V Physical
Memory Protection (PMP) primitive and directly-mapped read-
only memory as a RoT for RA by marking the memory region
containing the attestation code and key as execute-only and
preventing further changes to that configuration. It requires no
hardware modifications and supports all commodity RISC-V
devices that support PMP. Our implementation, SPRAYV, is
available as open-source software [ﬂ

II. ARCHITECTURE

Our implementation, which is depicted in Figure [T} targets
RISC-V systems and consists of two main components: the
prover RA code (prac) shown on the left side, which also
contains the attestation key, and the verifier RA code (vrac)
shown on the right side. The figure also shows the main
steps of the attestation process in chronological order. The
vrac is implemented as a self-contained application without
dependencies on the software running. However, the prac needs
a tighter integration with the software, because there needs to be
a well-defined interface through which a process can request the
computation of an attestation signature. As such, we developed

Uhttps://github.com/mabarger/zephyr-sprav/tree/sprav.
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Fig. 1. High-Level view of SPRAV. The numbers ) to @ mark the attestation
steps.

the prac on top of Zephyr, an open-source real-time operating
system tailored for embedded systems.

Nonetheless, we emphasize that the underlying concept of
the prac does not depend on Zephyr and it can easily be
extended to other OSes. Our implementation employs the
lattice-based schemes CRYSTALS-Dilithium and FALCON to
protect against quantum attacks, because of their low signature
size compared to that of the hash-based scheme Sphincs+ [9].

While the attestation key itself must be protected from being
read by an attacker, it has to be readable for the implementation
of the signature algorithm in the prac, as otherwise it is not
possible to compute a signature. We achieve both goals at the
same time with our key loading code, which, when executed,
stores the attestation key at a predefined memory location. After
the signature has been computed, the temporary key will be
zeroed out.

III. EVALUATION

For the evaluation of our work we focus on the prac, as the
prover device is typically constrained, while the verifier can be
a high-performance system. We evaluate our implementation
on the ESP32-C3-DevKitM-1, which contains a single RISC-V
core implementing RV32IMC and operating at 160 MHz. Our
implementation was compiled for this CPU with gcc v12.2.0
using —Os as optimization level.

We measure the execution time of loading the key, hashing
the memory contents, signing the data, key zeroing and stack
zeroing to determine the impact of security measures and poten-
tial overheads of the attestation procedure. Figure 2] shows the
execution time of the attestation procedure of each algorithm
for the attestation of 8 KiB of memory. We compare the two
post-quantum algorithms with ECDSA, which is the current de
facto standard.

The results show that while the post-quantum algorithms do
take significantly longer to perform the attestation compared to
ECDSA, most of that time is spent on the creation of the signa-
ture, which does not depend on the amount of memory attested.
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Fig. 2. Execution time breakdown for the attestation of 8KiB of memory.

With an increasing amount of memory that is being attested,
only the hashing time will increase and the relative overhead
imposed by the signature algorithm itself will decrease.

IV. CONCLUSION

In this work we designed and implemented a post-quantum
RA system, demonstrating its suitability for resource con-
strained devices. Further we showed that it is possible to
retrofit existing RISC-V devices with the ability to perform
post-quantum RA without requiring specialized hardware or
incurring additional costs despite the overhead imposed by the
post-quantum algorithms. We demonstrate this with our imple-
mentation SPRAV, which does not require dedicated security
hardware and relies solely on the RISC-V PMP primitive as
well as directly mapped ROM to provide a RoT. Since the
inclusion of PMP is prevalent, when more than one privilege
level is implemented in a RISC-V system, many current and
future devices will be able to benefit from this research.
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