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Abstract—Embedded system applications normally come with
a set of non-functional requirements defined over properties (e.g.,
latency), expressed as a corridor of correct values via a lower and
an upper bound per requirement. These requirements should be
guaranteed during each execution of an application program on
a given MPSoC platform. This can be achieved using a reactive
control loop, where an enforcer controls a set of properties to
be enforced, e.g., by adapting the number of cores allocated to
a program or by scaling the voltage/frequency mode of active
processors. An enforcement strategy may react on a requirement
response differently, depending on (a) satisfying a requirement,
or violating (b) a lower bound or (c) an upper bound. A better
strategy might be to differentiate the reaction taken according
to the amount of violation of a lower or upper bound, thus
to react in a finer granular way. In this paper, we propose a
design space exploration (DSE) method called Co-explore that
automatically partitions the requirement corridors into so-called
response ranges (i.e., sub-corridors) such that formulated verifi-
cation goals of simultaneously generated enforcer FSMs, e.g., the
number of consecutive violations of a requirement, are optimized.
The evaluation shows that the explored enforcement FSMs can
achieve higher probabilities of meeting a given set of requirements
compared to reacting solely based on the ternary information (a),
(b), or (c).

Index Terms—Runtime Requirement Enforcement, Verification,
Finite State Machine, Markov Chain, Probabilistic Model Check-
ing, PCTL, MPSoC

I. INTRODUCTION

Embedded system applications usually come with constraints
on non-functional properties. Such properties are normally
exposed to uncertainty from the varying workload. Run-time
requirement enforcement (RRE) techniques [7], [9] have been
proposed to control the non-functional properties of execution
of a given application program within defined bounds. Such
techniques dynamically adjust control configurations like the
voltage/frequency setting of resources or the number of active
cores in reaction to observed changes in non-functional proper-
ties. In order to allow for a formal analysis and comparison of
different control strategies, finite state machine (FSM) models
have been proposed, e.g., [3], [4], [6]. Such approaches consider
the specification of bounds on properties of discrete executions
that can be described by a set of so-called requirements
[8], i.e., expressions formulated as permissible corridors on
properties of interest, e.g., latency, power consumption, and
others. Intuitively, the corridor (between the user-given lower
and upper bounds) splits the space of possible system responses
into (a) feasible responses (inside the corridor), and responses
violating either (b) the lower bound or (c) the upper bound.
Enforcement strategies such as illustrated in [2], [5], change

the system configuration in dependence of such responses in a
reactive way. However, the above existing works are not able
to distinguish the amount by which one or more requirements
are violated or the closeness to a corridor boundary in taking a
reaction. In this work, we show that partitioning the corridor of
each requirement into so-called response ranges leads to better
enforcer FSMs regarding their ability to satisfy a given set of
verification goals.

II. FUNDAMENTALS

For each program execution on a given MPSoC, a set of
non-functional requirements shall be satisfied, despite environ-
mental changes, e.g., input variation. Such a variable input can
be specified for each discrete execution k of an application
by an environment feature vector i(k) ∈ I, where I is called
the environment space [3]. Assuming the number n of cores
which the program utilizes can be changed as well as the
voltage/frequency setting m of this set of cores, such a setting
(n,m) is called a configuration c and the set of available con-
figurations a configuration space C. Techniques for feedback-
based RRE [3] react based on the response of the system-under-
control by adjusting the configuration c(k+1) accordingly. Let
the kth execution yield H properties of interest, like latency and
power consumption, depending on the input data i(k) ∈ I and
the system configuration c(k) ∈ C. The response of the system-
under-control can then be abstracted by a single function called
system response function r : I × C → RH [3]. Now, require-
ments on these properties such as deadlines shall be satisfied
for each execution k, where each property oh, h = 1, . . . ,H is
assumed to be bounded by a corridor from which two propo-
sitions φLB

h (oh(k)) = (LBh ≤ oh(k)) and φUB
h (oh(k)) =

(oh(k) ≤ UBh) can be deduced, where LBh and UBh denote
the lower and the upper bound, respectively, on the execution
property oh. The information about which proposition is ful-
filled and which is violated at the kth execution can be sum-
marized by a binary vector denoted requirement response β :=(
φLB(o1(k)), φ

UB(o1(k)), . . . , φ
LB(oH(k)), φUB(oH(k))

)
in

the following.

III. METHODOLOGY Co-Explore

Given a sequence of inputs Iinput, a configuration space
C, a maximum Ξmax

h and a minimum Ξmin
h observed system

responses of a property h over all inputs and configurations,
the response space Ξh of a property h is Ξh = [Ξmin

h ,Ξmax
h ].

Given a requirement φh with a lower LBh and an upper
bound UBh, Ξh can be obviously divided into three intervals:
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ΞL
h = [Ξmin

h , LBh[, ΞM
h = [LBh, UBh], ΞR

h =]UBh,Ξ
max
h ].

Based on that, Ξh can be partitioned into Gh (disjoint) response
ranges ωW

h,g , g ∈ {1, . . . , Gh} within requirement corridors
ΞW
h ,W ∈ {L,M,R}, corresponding to below the lower bound,

inside the user-given corridor, above the upper bound, respec-
tively. Let GL

h , GM
h , and GR

h be the number of ranges in each
interval ΞL

h , ΞM
h , and ΞR

h , respectively, Gh = GL
h +GM

h +GR
h .

A range-based requirement response β is formulated as follows:

β :=
(
φW
1,1

(
o1(k), ω

W
1,1

)
, . . . , φW

H,GW
H

(
oH(k), ωW

H,GW
H

))
(1)

where φW
h,g(oh(k), ω

W
h,g) is the proposition of a property oh to

be in a range ωW
h,g for the kth execution.

Given a system with execution properties oh, h = 1, . . . ,H ,
a configuration space C, and numbers of response ranges GW

h

in each corridor ΞW
h ,W ∈ {L,M,R}, we now propose to

co-explore different response ranges ωW
h,g while simultaneously

optimizing the transition relation of corresponding enforcement
FSMs for a given set of verification goals during a DSE.
Each generated enforcement FSM F is able to react based on
requirement responses B that are derived from the generated
ranges wW

h,g , see Equation (1).

IV. EXPERIMENTAL RESULTS

We evaluated our approach using two applications called
Object Detection and SHA and measured their execution
properties on a tiled many-core system via simulation. We
then applied the proposed Co-explore DSE that partitions the
response space Ξh into ranges ωW

h,g and generates enforcement
FSMs that react on these ranges, given a set of verification
goals V G for each application. For comparison, we performed
another DSE without partitioning Ξh into response ranges
according to [5]. We used the NSGA-II [1] algorithm for
performing the DSEs. Each run features 100 iterations with
a population size of 20 enforcement FSMs with a crossover
rate of 0.9 and a mutation rate of 0.01. Each experiment was
repeated three times. We refer to the number of ranges in each
of ΞL

h , ΞM
h , ΞR

h for a property oh by GL
h /GM

h /GR
h . The results

are shown in Figure 1. When comparing the found efficient
sets (left) after 100 generations, we can see that partitioning
the requirement corridors into response ranges enables the
generation of enforcement FSMs with increased probabilities
of meeting the shown two verification goals S=?[φEn] and
S=?[φL] which denote the steady-state probabilities of staying
within a given energy, respectively latency corridor. We can
also notice (right) that our Co-explore method may take more
iterations to achieve a Hypervolume higher than the approach
in [5] (in case of the application in (a)). This may be explained
from the larger search space resulting from partitioning into
response ranges.
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(a) Efficient sets (left) and Hypervolume (right) of application Object
Detection
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(b) Efficient sets (left) and Hypervolume (right) of application SHA

Fig. 1: DSE results showing the explored efficient sets and
the hypervolume over DSE iterations for the proposed tech-
nique Co-explore compared to a DSE for the generation of
enforcement FSMs not supporting response ranges [5] for the
verification goals S=?[φEn] and S=?[φL] to be maximized.
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