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Abstract— Physical unclonable function (PUF) is widely 
used as the root of trust in the IoT systems. The sub-threshold 
voltage divider array PUF was reported as an anti-modeling-
attack PUF. It utilizes the nonlinear I-V relationship in the sub-
threshold region of MOS transistors to improve the security. 
However, the security of this PUF has not been soundly analyzed. 
This work presents the simulation results of modeling attack 
tests which reveal the vulnerability of this PUF. In the attack, 
the sub-threshold voltage divider array PUF is modeled by a 
dedicated artificial neural network (ANN). The nonlinearity of 
the PUF is simplified based on its working principle. The 
simulation results show that the prediction accuracy achieves 97% 
when the number of training CRPs is 350 for the single-stage 
PUF, and it achieves 90% when the number of training CRPs is 
300 for the multi-stage PUF. Furthermore, this work improves 
the original structure of the sub-threshold voltage divider array 
PUF, to enhance its anti-modeling-attack capability. The 
simulation results of modeling attack tests show that the 
prediction accuracy of the improved multi-stage PUF is reduced 
to about 50%, which implies that the improved PUF has a strong 
anti-modeling-attack capability. 

Keywords—The sub-threshold voltage divider array PUF, 
modeling attack test, ANN.  

I. INTRODUCTION  
In recent years, the physical unclonable function (PUF) is 

adopted as the root of trust in the resource constrained 
applications [1]. The input and output of PUF are referred as 
the challenge and the response respectively. The challenge and 
its corresponding response form a challenge-response pair 
(CRP) [2]. The CRPs of PUF are generated based on the 
fluctuation of physical parameters, instead of being stored in 
memories. This fluctuation cannot be read out directly, as in 
the traditional non-volatile memories. Thus the PUFs are less 
vulnerable to the reverse engineering and the probing attacks. 
However, many PUFs are proved to be vulnerable to the 
modeling attacks. Their CRPs can be predicted by the 
mathematical model constructed based on a sub-set of CRPs. 
The modeling attacks become a real threat to the PUF-based 
system. Therefore the anti-modeling-attack capability 
becomes an important quality of PUF.  

Researchers have proposed some anti-modeling-attack 
PUF schemes [4-6]. Recently, the nonlinearity of the I-V 
curve in the sub-threshold region of MOS transistors is 
utilized to build the PUF with higher security. Abilash 
Venkatesh et al. [7] proposed a PUF using the sub-threshold          
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Fig. 1. The sub-threshold voltage divider array PUF [7]. 
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Fig. 2. The nonlinearity of two connected PUF units in the sub-threshold 

voltage divider array PUF [7]. 

voltage divider array, as shown in Fig. 1. It is referred as the  
sub-threshold PUF in this paper for simplicity. The structure 
of the sub-threshold PUF is presented in Fig. 1. It consists of 
the upper array and the lower array with  PUF units. A PUF 
unit comprises of a CMOS inverter with the shorted gate and 
drain, along with an NMOS tail current source biased at the 
threshold voltage. The working process of the sub-threshold 
PUF is as follows. The same challenge vector, noted as [c1 , 
c2 ,... , cN],  is applied to the two arrays to determine which 
PUF units are connected. Then the output voltage  is 
generated by the parallel-connected units in the upper array, 
as shown in Fig. 2. Similarly, the lower array also generates 
another . These two s are compared to determine 
the final PUF response. The test results indicated that the sub-
threshold PUF is able to resist the modeling attacks based on 
the logistic regression (LR), the support vector machine (SVM) 
and the multi-layer perceptron (MLP) methods [7,8]. 

This work proposes a specialized attack method to further 
test the security of the sub-threshold voltage divider array PUF. 
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A dedicated artificial neural network (ANN) is constructed for 
the attack test based on the mathematical analysis. The 
specialized attack method helps to deliver a more realistic test 
result since the ANN is built according to the working 
principle of the target PUF. The prediction accuracies are 
higher than 90% with 350 training CRPs for both the single-
stage and the multi-stage PUFs. The simulation test results 
show that the sub-threshold PUF is also vulnerable to the 
modeling attacks. Furthermore, an improved scheme is 
proposed to enhance the security of sub-threshold PUF. The 
effectiveness of the proposed security improvement for the 
sub-threshold PUF is also verified by the simulation results of 
the attack tests.  

II. THE ATTACK TESTS ON THE SUB-THRESHOLD VOLTAGE 
DIVIDER ARRAY PUF 

A. The Attack Test on the PUF with Single-stage Sub-
threshold Voltage Divider Array 

The workflow of the sub-threshold PUF is analyzed as 
follows. For the PUF with single-stage sub-threshold voltage 
divider array in Fig. 2, two selected PUF units are connected 
in parallel to generate . The currents I1 and I2 passing 
through the two PUF units can be expressed as (1) and (2). 

  

 

In (1) and (2), Vth1 and Vth4 are the threshold voltages of 
transistors M1 and M4 respectively; VT is the thermal voltage 
kT/q; VB is the bias voltage of NMOS tail current source. It is 
assumed that Vds of M1 and M4 are greater than 100mV. When 
these PUF units are connected together, the output voltage can 
be computed as (3) and (4). 

  

 

where |Vthp| represents the threshold voltage of the PMOS 
transistor. It can be observed from (4) that  is nonlinear 
with respect to the threshold voltages Vth1 and Vth4 of the 
NMOS tail current sources. Vth1 and Vth4 fluctuate with random 
doping variations, and they provide the uncertainty of Vout. 
The other threshold voltages of NMOS transistors also 
introduce the randomness into the PUF. Both of them serve as 
the entropy sources of the sub-threshold PUF.  

Same as (4), the output voltage of the upper array can be 
expressed as (5) when the challenge ci is applied. 

    (5) 

The upper and lower array has the symmetric structure. The 
output voltage of the lower array is computed as (6) 

accordingly, where  and  represent the ith entropy 
source in the upper and lower array, respectively. 

 

Then the corresponding response of ci is expressed as (7) 
and (8). 

 

The function  is introduced by the comparator. This 
attack exploits the characteristics of the sign function to 

simplify the nonlinearity of  
function. The result of  function only depends on the 
sign of . The term  is a positive constant, which has no 
influence on the sign of . The terms  

[ln( )-ln( )] and 

( - ) have the 

same sign, since  function is both monotonic and 
increasing. Thus, the equation (8) can be simplified to (9). 

 

Another technique is used to simplify the nonlinearity of 

. As shown in (9), the entropy sources  and 
 are always extracted in pairs, and they only provide a 

single fluctuation value. So an equivalent effective entropy 
source  is able to substitute 

. Then (9) is simplified to (10). 

 

The relationship between the response and challenge is 
derived from (7) to (10). The original nonlinear part 

 in (8) is simplified to a linear part in (10). The non-
differentiable function  is replaced by the 

 function as (11), in order to apply the gradient 
descent method. 

 

Then the linear mathematical model is realized in an ANN 
model as shown in Fig. 3. The ANN consists of the input layer 
with  input neurons and the output layer with one neuron.   
The input layer corresponds to the N-bit challenge vector, and 
the output layer computes the prediction of the response. The 
synapses between the two layers correspond to the effective 
entropy sources . When the ratio of weights on 
synapses are trained to be similar to the ratio of effective 



 

 
Fig. 3. The ANN of the single-stage sub-threshold voltage divider array 

PUF. 

 
Fig. 4. Attack result of the single-stage sub-threshold PUF. 

entropy sources, the ANN model is able to predict the unknow 
CRPs with high accuracy. 

The attack test simulations are carried out on the single-
stage sub-threshold PUF. Assumes that the attacker can access 
up to half of the total CRPs of the target PUF. The modeling 
attack tests consist of two phases: the training phase and the 
testing phase. The CRPs are collected from the target PUFs 
with different sizes. Part of these CRPs is selected randomly 
and serves as the training set. The remaining CRPs are used as 
the testing set. The proposed ANN model is trained by the 
training set. Then the trained ANN model is utilized to predict 
the CRPs in the testing set, and the prediction accuracy is 
recorded. The attacks are performed on the target PUFs with 
16-bit, 32-bit, 48-bit and 64-bit arrays, and the prediction 
accuracies of the responses are shown in Fig. 4. It shows that 
the prediction accuracy of the proposed ANN model is above 
97% with 350 training CRPs. While the prediction accuracies 
of the LR, SVM and MLP methods are reported to be 60% 
with 8000 CRPs in [8]. It proves that the sub-threshold PUF is 
not invincible to the modeling attacks.  

B. The Attack Tests on the PUF with Multi-Stage Sub-
Threshold Voltage Divider Array  

To enhance the security of sub-threshold PUF, Abilash 
Venkatesh et al. proposed the PUF with multi-stage sub-
threshold voltage divider array [8], as shown in Fig. 5. It is 
referred as the multi-stage sub-threshold PUF in this paper. 
The multi-stage sub-threshold PUF consists of several single-
stage sub-threshold PUFs, and these single-stage PUFs are 
connected in series. These single-stage PUFs are used as the 
sub-PUFs in the multi-stage sub-threshold PUF. The outputs 
of a single-stage PUF determine the first input bits of its  
successor single-stage PUFs. The last single-stage PUF 
generates the final response. The multi-stage sub-threshold 
PUF utilizes the same PUF units as the single-stage sub-
threshold PUF. 

Although the multi-stage sub-threshold PUF can have more 
stages of sub-PUFs, [8] opted for the three-stage configuration 
for the following reasons. In an ideal scenario, the accuracy of  

  
Fig. 5. A three-stage sub-threshold voltage array PUF [8]. 

modeling attack exhibits a significant decline as the number 
of cascading stages increases. Furthermore, to enhance the 
resistance against the modeling attack, a minimum of seven 
PUF units per stage is recommended [8]. However the 
multiple stages consume more area for hardware 
implementation. Additionally, for the PUF with more stages, 
it amplifies the total comparator noise, since each stage has its 
own comparator. It also deteriorates the reliability of PUF 
because more energy is consumed in the multi-stage sub-
threshold PUF. The higher energy consumption results in 
more temperature fluctuations, voltage noise and current 
leakage, thereby the reliability of PUF becomes worse. 

The mathematical model is established for the three-stage 
sub-threshold PUF in Fig. 5 as an example. The working 
principle of each sub-PUF is similar as that of the single-stage 
sub-threshold PUF. The only difference lies in the additional 
input bit from the precursor stage. A three-stage sub-threshold 
PUF with  PUF units can accept -bit challenge. 
Two challenge bits are substituted by the outputs of the first 
and second sub-PUFs. The responses of the three sub-PUFs 
are computed as (12), (13) and (14), respectively. 

where , ( , and  are the number of PUF units 
in the first, second and third sub-PUFs, respectively. The 
ANN model is designed for the attack test of the three-stage 
sub-threshold PUF accordingly, as shown in Fig. 6. The ANN 
model consists of four layers with , ,  and 1 
neuron, respectively. Every two adjacent layers work as the 
ANN model in Fig. 3. The weights between each two adjacent 
layers represent the values of entropy sources of the 
corresponding sub-PUFs. The first layer has  neurons, 
which represent the -bit input vector of the first sub-PUF. 
Same as the ANN model in Fig. 3, the neuron  in the 
second layer computes the output of the first sub-PUF. Then  

 serves as an input bit of the second sub-PUF. The 
output of the second sub-PUF  is determined by       
and the other input bits in the second layer. Similarly, the    
output neuron  computes the final response with  
and other input bits in the third layer.  



 

 
Fig. 6. The ANN model for the three-stage sub-threshold voltage divider 

array PUF. 

The attack test simulations are performed on the multi-
stage sub-threshold PUFs with array sizes of 20 bit×2 stage, 
20 bit×3 stage, 20 bit×4 stage, 20 bit×5 stage, respectively. 
The values of entropy sources, i.e. the sub-threshold voltages, 
are randomly generated according to the normal distribution. 
1000 pairs of CRPs are collected from each PUF. These CRPs 
are randomly divided, and are used for the training and the 
testing. The number of training CRPs increases 100 for each 
step, and the corresponding prediction accuracy is recorded. 

Fig. 7 presents the relationship between the prediction 
accuracy of the testing set and the training CRP count. The 
required size of the training set to achieve the same prediction 
accuracy increases with the number of stages. The overall 
trend remained consistent with Fig. 7. A ‘peak prediction 
accuracy’ occurs at around 300 training CRPs, the growth 
rate of the prediction accuracy slows down significantly if 
more training CRPs are applied. The introduction of multi-
stage configuration does not increase the training CRP counts 
required to reach the peak prediction accuracy. However, the 
maximum prediction accuracy decreases as the number of 
stages increases, when the training CRPs are 800. It shows 
that the extra stages enhance the PUF's resistance against 
attacks. This reduction in the maximum prediction accuracy 
is attributed to the accumulation of training errors in the 
multi-stage ANN model. With each additional sub-PUF, an 
extra layer of approximation is introduced in the ANN model, 
which results in a decrease in the prediction accuracy. 

To deal with the accuracy decrease caused by the 
accumulation of errors, another simplified attack method is 
further proposed. It only considers the final stage of sub-PUF 
and neglects the influence of the precursor stages on the PUF 
response. This approach simplifies the multi-layer ANN 
model back to the two-layer ANN, and can attack the target 
PUF with a high prediction accuracy. 

For the three-stage sub-threshold PUF, only the first input 
bit of the last sub-PUF is related to the precursor sub-PUFs. 
The simplified attack test ignores the first input bit, and 
computes the final response by the rest of input bits as (15). 

 

In such cases, the m-stage sub-threshold PUF with n-bit 
challenge is attacked as a -bit single-stage sub-
threshold PUF. The ANN model of the -bit single-
stage sub-threshold PUF can also be utilized in the simplified  
attack on the m-stage sub-threshold PUF. Accordingly, the 
attack test simulations are carried out, and the results are  

 
Fig. 7. The attack results of multi-stage sub-threshold PUF with the ANN 

model in Fig.6. 

  
Fig. 8. The attack result of multi-stage sub-threshold PUF with the 

simplified attack method. 

shown in Fig. 8. Fig. 7 and Fig. 8 show that, the simplified 
method achieves almost the same prediction accuracy when 
the number of stages of sub-PUF is 2 or 3, and the simplified 
method achieves even higher prediction accuracy when the 
number of stages is 4 or 5.  

The simplified method is effective in the modeling attacks 
of the multi-stage sub-threshold PUF. For instance, the 
maximum prediction accuracy improves from around 90% to 
approximately 96% for a five-stage PUF. This improvement 
is attributed to the avoidance of error introduced by the 
approximation of multi-stage models when using only the 
single-stage model for the attack tests. Another advantage of 
the simplified method is that, the prediction accuracy reaches 
the peak value with less training CRPs, because the ANN 
model of the simplified method is simpler and easier to be 
trained. It can also be observed from Fig. 8 that, the peak 
prediction accuracy is the same for the multi-stage sub-
threshold PUFs with the different number of stages. It shows 
that, the error does not increase with the number of the stages, 
although the first input bit induced error is ignored.  

III. THE SECURITY ENHANCEMENT OF THE MULTI-STAGE 
SUB-THRESHOLD PUF 

The simulation results of the attack tests reveal the weak 
resistance of the multi-stage sub-threshold PUFs against 
modeling attacks. This weak resistance comes from the 
limited influence of each challenge bit on the final response 
[9]. And the limited influence results in two weaknesses for 
the security of multi-stage sub-threshold PUFs: the poor 
randomness of CRPs [10] and the minimal effect from the 
precursor sub-PUFs [11]. Firstly, the randomness of the multi- 
stage sub-threshold PUF is measured. 1000 PUF samples are     
randomly generated for the multi-stage sub-threshold PUF 
with array size of 32 bit×3 stage. The CRPs of these samples  
 



 

 
Fig. 9. The randomness of the single-stage sub-threshold PUF. 

are obtained by simulation, and Fig. 9. records the ratio of ‘1’ 
in the responses. It is observed from Fig. 9 that these PUF 
samples with different ratios of ‘1’ do not follow a normal 
distribution, but they almost conform to a uniform distribution. 
About 60% PUF samples provide more than 70% or less than 
30% ‘1’ in the total responses. The poor randomness of multi-
stage sub-threshold PUF significantly undermines the 
resistance against attack. Therefore the improvement on the 
randomness of the multi-stage sub-threshold PUF is a 
promising way to enhance its resilience against the modeling 
attack. Secondly, all the precursor sub-PUFs only control one 
bit of entropy source in the last sub-PUF. And the variation in 
this 1-bit entropy source has a minimal impact on  
the output response. A high prediction accuracy can still be 
achieved even when this 1-bit input is ignored. 

According to the analysis above, the security of the multi-
stage sub-threshold PUF can be enhanced from two 
perspectives: improving the randomness and enhancing the 
control of the challenge on the entropy source. An improved 
scheme for the sub-threshold PUF is proposed as shown in Fig. 
10. In the original PUF, the PUF units in the upper array can 
only be connected to the upper input of the comparator. 
Inspired by the structure of Arbiter PUF, a connection network 
is introduced, which is configured by the challenges. A PUF 
unit is connected to the upper or lower input of the comparator 
through the network. During the working process, half of the 
parallel-connected PUF units are connected to the upper input 
of comparator, which generate one output voltage. And the 
remaining PUF units provide another output voltage to the 
lower input of the comparator. The two output voltages are 
compared to generate the final response. 

The  of the improved single-stage sub-threshold PUF in 
Fig. 10 is computed as (16).  

 

 

where 

 

 

The improved multi-stage sub-threshold PUF consists of 
several serially connected improved single-stage sub-
threshold PUFs, as presented in Fig. 11. The output of the 
precursor sub-PUF serves as the last challenge bit, i.e. CN in  

 
Fig. 10. The improved PUF entropy source control scheme for the single-

stage sub-threshold PUF. 

 
Fig. 11. The improved PUF entropy source control scheme of sub-threshold 

PUF with array size of 20 bit×3 stage. 

Fig. 10. This structure can maximize the impact of the 
precursor sub-PUF, because CN can influence most of the PUF 
units. The challenge bit is able to influence more PUF units, if 
the challenge bit is closer to the comparator. For example, as 
in Fig. 10, CN can influence the connection of all the PUF units. 
But C1 can only control the connection of the two PUF units 
on the far left of Fig. 10. 

The mathematical model of the improved PUF scheme is 
expressed as (17), (18) and (19). 

 

 

 

The attack test is carried out based on the ANN model in 
Fig. 6. Fig. 12 shows the simulation results of the attack tests 
of the improved PUF scheme. It shows that the anti-modeling-
attack capability of the improved scheme is enhanced 
significantly. The prediction accuracy keeps below 55% even 
when the training CRP count are more than 104. In contrast, 
the CRPs of original PUF can be predicted with a high 
accuracy. The security improvement comes from the 
increased influence of the precursor sub-PUFs on the final 
response. The outputs of the precursor sub-PUFs affect the 
connection of all the PUF units in the last sub-PUF. As a result,  
the simplified method becomes ineffective. Besides that, the 
simulation results show that, the ANN model in Fig. 6 also 
cannot attack the improved PUF successfully. The errors       
accumulate in the feed-forward process of the multi-layer 
ANN. In the original scheme, these errors can be ignored due  
to their little influence on the final response. But the impact of 
these errors significantly increases in the improved scheme,   



 

 
Fig. 12. The attack results of the improved PUF entropy source control 

scheme of the three-stage sub-threshold PUF. 

because the outputs of the precursor sub-PUFs can control all 
the PUF units in the last sub-PUF. It amplifies the impact of 
errors, and makes the ANN more difficult to output a correct 
prediction. Furthermore, all the PUF units in the new scheme 
are connected to one of the two inputs of the comparator. It 
means that each entropy source jointly determines the 
response during the generation of each response bit. Whereas, 
the original scheme may utilize only several PUF units to 
generate the corresponding responses. Compared with the 
original scheme, the response of the new scheme is generated 
by more entropy sources. The security of PUF is enhanced by 
increasing the number of fluctuation parameters during the 
generation of each CRP. 

2000 PUF samples are randomly generated for the 64-bit 
original and improved PUF schemes. 500 CRPs are collected 
from each PUF samples to compute the values of randomness 
and uniqueness for the PUF schemes. The threshold voltage 
of MOS transistors increases randomly after aging. Assumes 
that the values of the randomness increase following the 
normal distribution with a standard deviation of 5%. The 
CRPs of the PUF samples are collected to compute the 
reliability before and after aging. 

The indicators of these PUF schemes are simulated in Table. 
I. The randomness of the improved schemes is closer to 0.5, 
and their standard variation values are smaller. It shows that 
the improved schemes have the better randomness than the 
original schemes for both the single-stage and the three-stage 
sub-threshold PUFs. The uniqueness of the original and the 
improved scheme is both near the ideal value (50%). And the 
variation of the improved schemes is smaller than that of the 
original schemes. The reliability of the improved scheme is 
only lower by approximately 0.007 compared to that of the 
original scheme. 

IV. CONCLUSION 
This work proposes a new test method for the subthreshold 

PUF. The dedicated ANN models are constructed for the  

Table. I. The comparison of the PUF schemes (64-bit). 
PUF Type  

Randomness Uniqueness Reliability 
    

Original 
Single-stage 0.483 0.138 0.503 0.167 0.972 

Improved 
Single-stage 0.501 0.008 0.499 0.061 0.964 

Original Three-
stage 0.556 0.159 0.499 0.174 0.970 

Improved 
Three-stage 0.499 0.009 0.500 0.062 0.963 

single-stage and multi-stage sub-threshold voltage divider 
array PUFs. The non-linearity of the sub-threshold PUF is 
simplified during the design of the ANN model. The 
maximum prediction accuracy of 97% indicates that both the 
single-stage sub-threshold PUF and the multi-stage sub-
threshold PUF are not invincible to the modeling attack. 
During the attack test simulations, the two weaknesses of the 
original sub-threshold PUF are identified, that is the poor PUF 
randomness and the poor controllability of the challenge to the 
entropy sources. Accordingly, this work proposes an 
improved PUF scheme to enhance the security. The attack 
results show that the prediction accuracy of the improved PUF 
is below 55%, which verifies the strong anti-modeling-attack 
capability of the improved PUF. 
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