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Abstract—Enclave technologies have been a common solution
for secure execution in the recent times. Most of the prior designs
proposed for RISCV enclaves do not evaluate any performance
overheads associated with encryption and integrity of data. The
recent competing scheme proposed for RISCV enclaves and
several other competing schemes for other architectures use an
integrity tree to prevent against replay attacks, ensuring the in-
tegrity of the data. However, the downside of such approaches are
multiple memory accesses required for traversing an integrity-
tree and an additional storage overheads. In this paper, we
propose EMAClave to ensure integrity protection using a modified
bloom filter and additional hardware modifications. Moreover,
we also prevent cache side channel attacks by proposing an
intelligent cache allocation technology when secure and non-
secure applications are running together. We show that we are
able to outperform the recent competing scheme Penglai by
around 16.1%.

I. INTRODUCTION

In modern computing systems, trusted execution environ-
ments like ARM Trustzone [1] and Intel SGX [2] have become
commonplace for secure execution. Given the interconnected
nature of today’s world and the large number of applications
being created to run on such secure hardware, security has
emerged as a top-tier design criterion. Open source RISCV
processors have gained popularity, and this trend is expected
to continue. Enclave solutions have recently been attempted to
be ported to RISCV processors and the research community
has put out numerous ways to address the problems [3]–[6].

To ensure there is no tampering of the data, most of the
prior approaches build a tree of counters to ensure the integrity
of the data blocks. Unfortunately, such architectures require
a lot of resources to store, compute, and manage counters.
One k-bit counter needs to be used for each 64-byte data
block, building a tree of counters. Reading new data blocks
or changing the contents of existing data blocks frequently
require traversing this tree. This is an extremely expensive
operation both in terms of time and storage overhead. Given
how difficult it is to maintain the state required to guarantee
confidentiality and integrity, current research [3], [7], [8]has
focused heavily on finding ways to reduce this overhead. In
addition to this, most of the existing designs [3], [4], [6],

[9] provide different mechanisms to prevent against cache
side channel attacks. However, such designs either do not
evaluate/support the encryption and integrity along with cache
side channel prevention mechanisms [4], [6] or the design
takes into account the side channel prevention only for critical
sections of the code [3] which might not always be the case.

In this work, we propose a technique, EMAClave where we
do not use integrity trees at all. To the best of our knowledge,
it is the first work that proposes an orthogonal approach for
integrity verification. We propose to use a novel bloom filter
based integrity verification where we maintain a bloom filter
per core inside the processor that stores the hashes of the block
data at a particular timestamp. Bloom filters have significantly
low overhead compared to integrity trees as there are no tree
traversals in the Bloom filter. Sadly, Bloom filters cannot be
used to ensure the integrity of all the blocks of an application
due to space constraints. We therefore propose an intelligent
way of capturing the most frequent and the far blocks by doing
some modifications in the the lower level caches. This ensures
the integrity of our hot blocks using the bloom filter stored
on-chip. We further propose a cache allocation mechanism
for secure and non-secure applications based on the frequent
and non-frequent blocks of the applications. We show that
EMAClave reduces the space and the performance overheads
for a suite of RV8 and MiBench benchmarks by 75% and
16.1% respectively compared to the most recent competing
scheme Penglai [3] proposed for RISCV processors. Let us
summarize the key contributions of our paper.

The key contributions of this paper are as follows:
1) We propose an orthogonal approach of verifying the

integrity of the data by using a bloom filter based
approach, supported by hardware modifications to keep
track of the hot cache blocks of the application. We
evaluate our design for RISCV processors.

2) We propose a cache allocation mechanism to prevent
cache side channel attacks. This mechanism intelligently
allocates the Last Level Cache (LLC) lines for secure
and non secure applications, ensuring performance while
secure and non-secure applications are run together. By
combining bloom filter verification and cache allocation
mechanism, we show the performance improvement of978-1-6654-3274-0/21/$31.00 ©2021 IEEE
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around 16.1% compared to recent competing scheme [3]
with the space reduction of around 75%.

II. BACKGROUND

A. Counter Mode Memory Encryption

The majority of processors implement the counter mode
encryption [10], which is the most widely used encryption
technique. The two main benefits are that it successfully hides
the decryption latency and increases system security because
a separate counter is kept for each block. The block cipher
AES receives the counters as an input and uses the key Kctr

as the second input to create the one-time pad (OTP). By
executing an XOR operation between the OTP and the data,
the data block is decrypted or encrypted when it is received
or transferred off-chip to the main memory (see Figure 1).

Main
memory

Ct
Pt

Ctr||Addr

AES Key(Kctr)

OTP

OnChip

Fig. 1: Counter Mode encryption

Assume Pt is the plain text, Ct is the ciphertext,A is the
address of the cache block and Ctr as the counter, we have:

OTP = AES(A||Ctr,Kctr) (1)

Pt = Ct ⊕OTP (2)

Since the key can be easily created if the two different cache
blocks contain the identical data, the OTP generated for each
cache block must be unique. To ensure that the encrypted data
is varied, the counter is increased for each cache line written.
Although counters can be stored in main memory, previous
works [3], [7], [8], [10]–[12] suggest a caching mechanism to
limit the number of times these counters are accessed from
memory. This mechanism also enables the generation of the
OTP in parallel with the fetch operation from main memory.

B. Data Integrity

Even though the entire memory is encrypted, an eavesdrop-
per could still alter the data. This characteristic is referred
to as data integrity violation. To prevent and recognize these
occurrences, each block of the cache line has a message
authentication code (MAC) attached to it. The MAC is a 64-bit
field that is often created from plain text using a one-way hash
function. When the data are retrieved from main memory, the
encrypted data must first be decrypted before the MAC can be
computed. The MAC that was read from the main memory is
compared with the MAC that was computed.The victim would
be able to recognize the integrity violation right away if the
MACs did not match.

Although the MAC can guarantee data integrity, it is unable
to recognize replay attacks. Replay attacks allow the attacker

to silently replace the ⟨Data,MAC,Counter⟩ tuple in the
memory with previously accepted values. Each level of MACs
ensures the integrity of the level above by having many levels
in memory. Integrity trees are frequently used in works for
many architectures [3], [7], [8], and they are constructed on top
of the encryption counters. The MACs defending the integrity
of the encryption counters are created using the counters from
the parent counter (level above), which is co-located with the
encryption counter cache lines. This continues all the way to
the secure chip’s root, which is saved. This basis of confidence
guarantees the integrity of the data.

III. RELATED WORK

We shall refer to Table I specifically in this section; it
summarizes the related work in the chronological order. Ma-
jority of the secure enclave technologies proposed for RISCV
provide different protection mechanisms for handling different
type of attacks. From the software side, Keystone [9] provides
isolation among different enclaves by using PMP (Physical
Memory Protection) registers. It further ensures with the use
of scratchpad memory to store most of the data inside the
chip for prevention against the data attacks. On the hardware
side, Sanctum [4] offers robust security guarantees against an
eavesdropping software threat model including cache timing
and memory access pattern attacks. However it does not
evaluate any encryption and integrity support for RISCV
processors. Similarly, TimberV [5] proposes a new tagged
memory architecture providing flexible and efficient isolation
of code and data on small embedded systems. The tag isolation
is provided with a memory protection unit to isolate individual
processes, while maintaining low memory overhead. CURE [6]
offers different types of enclaves, ranging from sub-space
enclaves, over user-space enclaves, to self-sustained kernel-
space enclaves which can execute privileged software. CURE’s
protection mechanisms are based on new hardware security
primitives on the system bus, the shared cache and the CPU.

All the above hardware designated techniques provide
different types of security mechanisms, however none of
them provide support for encryption and integrity. However,
Penglai [3] provides the support for encryption and integrity
of the data with the help of mountable integrity trees where
the counters are arranged in the form of the tree. The root-of-
trust and the sub-tree roots are stored inside the chip and the
sub-trees are stored in the main memory.

If there is an access to any node of the sub-tree, the mount
table stored inside the chip is checked for the sub-tree root
and the corresponding sub-tree is mounted from the main
memory to the on chip. Even though the mounting operation
is significantly fast, however, we still need to check the hashes
of all the sub-tree nodes for the integrity before fetching from
the main memory. They are basically trying to save storage by
keeping only frequent counters mounted inside the on chip tree
and bringing the less frequent counters at run time, however
it still has significant performance overheads in terms of the
checking of the integrity of the nodes that are fetched at run
time. In addition, it has significant storage overheads also



Paper Venue Remarks Cache side
channel

Encryption
Support

Integrity
Support

Sanctum [4] Usenix
Security’16

Protection against cache tim-
ing and memory access pattern
attacks

✓ ✗ ✗

TimberV [5] NDSS’19 Cache tagging mechanism for
the isolation

✗ ✗ ✗

KeyStone [9] EuroSys’20 PMP protection using a set of
PMP registers supported

✓ ✗ ✗

CURE [6] Usenix
Security’21

Multiple level enclave support ✓ ✗ ✗

Penglai [3] OSDI’21 Mountable integrity trees for
replay attacks

✓ ✓ ✓

EMAClave - Tracks the frequency of the
blocks and uses the modified
bloom filter to store hashes for
integrity

✓ ✓ ✓

TABLE I: Summary of Prior Work

as we need to maintain the most frequent counters and the
intermediate hashes on-chip and additionally, we need a mount
table that keeps track of the sub-tree roots. Moreover, it uses
an integrity tree counters with more bits which leads to the
increase in the number of levels of the tree, thus more space
overhead.

In our design, EMAClave, we provide the same level of
security using a small modified bloom filter and some addi-
tional changes in the caches. In addition, we propose a very
intelligent way of cache allocation for preventing against side
channel attacks when secure and non-secure applications are
running together with a good performance. To the best of our
knowledge, this is the first work that proposes a modified
bloom filter along with the intelligent cache allocation technol-
ogy for the RISCV enclaves, ensuring maximum performance
and the same level of security as provided by the recent
competing schemes.

Key Takeaways: Most of the prior works do not provide
any encryption and integrity hardware support for RISCV
enclaves. The recent competing scheme proposes to use a
mountable integrity trees for the integrity of the data, how-
ever there are performance and additional storage overheads
associated with it. The aim of this paper is to mitigate such
overheads for RISCV enclaves.

IV. IMPLEMENTATION

A. Overview

Majority of the state-of-the-art approaches for RISCV en-
claves do not provide support for encryption and integrity
of the data. However, the recent competing scheme maintain
a mountable integrity tree of counters to prevent against
replay attacks. There are performance and additional storage
overheads associated with their approach. To mitigate such
overheads, we propose EMAClave where we use a modified
bloom filter to ensure the integrity of the data along with
some changes in the caches. We further propose a cache
allocation technique for prevention against cache side channel
by splitting between the secure and non-secure application
intelligently, ensuring performance of both the applications is
balanced.

B. Maintaining FrequentMissCount and Timestamp

To monitor the frequency of the blocks, we divide the blocks
into two types - far blocks and near blocks. Typically far
blocks are the blocks that are much away from the caches and
the vice-versa for the near blocks. During the initial warm-
up stage, we basically check the average access latency of
L1 cache for each data block. The blocks which have higher
latencies are classified into far blocks while as the blocks with
the lower latencies are classified into near blocks. We further
quantify the extend of the farness/nearness of the blocks by
maintaining a 4-bit FrequentMissCount in the caches. If the
count value is larger, then those blocks are considered to be
as the most frequent blocks. We use the LSB bits of the the
tag to maintain such information (1 bit to distinguish between
the far and near block, 4-bits to count the frequency of the
block used).

Additionally, for each block of data, we keep a 64-bit
timestamp in the lower level cache.. The cache block is 512
bits in size, but in our studies, we discovered that 98.1% of
cache blocks can be compressed using the C-Pack compression
engine [13], to fewer than 448 bits. Therefore, for blocks
that are compressible, we retain the 64-bit timestamp together
with their contents (the timestamp will be the least significant
bits), and for blocks that are not compressible, we retain
the timestamp in main memory. The compressible blocks are
distinguished using the sixth LSB bit (=1) of the tag.

C. EMAClave Design

We now understand the design of EMAClave (refer to
Figure 2) to ensure the protection against replay attacks.
We use a modified Bloom filter [14] based authentication
mechanism to prevent against any replay attack. A bloom filter
is a data structure that is used to test whether an element
belongs to the set. It is a N bit vector where initially all the
bits are set to 0. A set of k different hash functions are defined,
each of which maps or hashes some set element to one of the
N array positions, generating a uniform random distribution.
The addition of any element in the bloom filter refers to setting
the corresponding hash function entry to 1. However, in our
case we do not just set the entry to 0 or 1, instead we store
the hash values in the bloom filter as we shall discuss next.

In our EMAClave design, we use the bloom filter along with
the hardware modifications discussed in the forementioned



Fig. 2: Integrity verification using Bloom filter based authen-
tication

sections for the integrity of the data. The first step in running
an application in a secure environment is to load the code and
data into the caches from memory. We initially do a warmup
and monitor the blocks based on the FrequentMissCount and
the far/near blocks. For the blocks which are far and the counts
are high, we populate the entries of the bloom filter and the
entries are maintained at the block level. We use two hashing
functions to map into the entries of the bloom filter. For every
cache block, we compute the hash of the data D concatenated
with the timestamp T and the address Addr of the data block
as:

I1 = H1(Addr||D||T )mod N

I2 = H2(Addr||D||T )mod N
(3)

The value of N is chosen experimentally and is set to 4096
entries.The mapped entries are initially set as 0. Once the
hash of the data blocks are mapped to the bloom filter using
the above hash functions, we store either H1(Addr||D||T )
or H2(Addr||D||T ) in the bloom filter at both the entries
indexed by I1 and I2. This way we are ensuring we store the
two hash values for the same data block. Note that we use
two hashing functions in the hardware - SHA256 [15] and
PRESENT [16] for the hash generation. In addition, it is to be
noted that we use the LSB 16-bits of the hash generated to be
stored in the bloom filter and this is also used as the counter
for the counter mode encryption. Therefore, the total storage
overhead for the modified bloom filter would be 8KB per core
(16bits * 4096 entries) which is significantly lesser than the
on-chip counter caches (32KB) needed to be maintained for
the integrity trees. This is because we do not need to store the
intermediate counters like in integrity trees and additionally,
we have the intelligent way of caching for only most frequently

used blocks. The timestamp which we maintain will be crucial
if an attacker launches a replay attack by transmitting outdated
data. As the timestamp will be different for the older block,
the hash of the data D concatenated with the timestamp T and
the address Addr will not match the entry of the Bloom filter.
In order to eventually save capacity on-chip, it is important
to note that we only maintain this Bloom filter for the most
frequently used cache blocks.

D. Cache Partitioning for Cache Side Channel Attacks

To prevent against cache side channel attacks, different
cache partitioning mechanisms have been proposed in the
literature. We follow the similar approach, however with the
objective to have a better performance. The recent competing
scheme Penglai uses the Cache locking strategy to lock the
blocks of the secure region. However, it is assuming the cache
locking only for the critical sections of the code. It does not
take into account if the secure application has a bigger working
set.

We use the cache partitioning strategy based on the com-
pressed and the frequent blocks. Basically we give preference
to the cache blocks which have compression bit as 1 and
the FrequentMissCount is high at the same time. This will
help us ensuring we have the frequent blocks along with
their timestamps residing in the cache most of the times.
Suppose we have two applications running, one as secure
and other an non-secure. Our cache partitioning strategy will
allocate the cache based on the ratio of frequent/compressed
blocks and the rest non-frequent blocks for the secure region.
Similarly for the non-secure region, the cache partitioning will
allocate the cache based on the ratio of frequent and the non-
frequent blocks. The ratio between the two is the percentage
of allocation given to secure region. We update the cache
allocation percentage after every 10 million instructions.

E. Hardware Modifications

EMAClave requires a few hardware modifications that are
needed to be incorporated in our final design. They are:
❶ Maintaining a 8KB Bloom filter per core ❷ A C-Pack
compression engine ❸ Two hashing units.

V. EVALUATION

A. Experimental Setup

We simulate the benchmarks from RV8 [17] and
MiBench [18] benchmark suites on a cycle-accurate architec-
tural simulator, Tejas [19], which has been rigorously validated
with native multi-core hardware. We use SPIKE emulator [20]
to generate the traces to be given as input to the Tejas
simulator. We use Cacti6.0 [21] to derive the latencies of all
our memory structures. We simulate a 2-core chip with each
core having a private data cache. We also have a 2 MB shared
L2 cache with directory based cache coherence. Table II shows
our simulator’s configuration setup. We use a 32KB counter
cache to store counters for all the previous designs [3], [7],
[8].



Parameter Value Parameter Value
Cores 2 Frequency 2.4 GHz

Private L1 i-cache, d-cache
Latency 3 cycles Block size 64
Associativity 8 Size 32 kB

Shared L2 cache
Size 2MB Block size 64
Associativity 16 Latency 8 cycles

Main Memory Latency 100 cycles

TABLE II: Simulation parameters

B. Comparison Using Bloom filters for Integrity

1) Performance Comparison: In this section, we compare
our scheme EVAClave with the recent competing scheme,
Penglai which implements the mountable integrity tree. In
addition, we implement the VAULT [7] and MorphableCtr [8]
integrity trees which are implemented for SGX enclaves.
Each benchmark is simulated first for 10 million instructions
(warmup stage) and then with a complete simulation for
500 million instructions. Figure 3 shows the performance
comparison among all the schemes. Let us try to understand
the reason for the different deltas among the schemes.

Fig. 3: Relative Performance of Bloom filter based integrity
vs Integrity tree based.

We observe that EMAClave performs better than VAULT
by 22.1%. This is because VAULT uses the variable arity
tree which leads to the increased levels in the tree that
leads to extra memory accesses which eventually adds to the
performance degradation. Penglai performs even better than
VAULT because it keeps the only frequent blocks in the cache
and mounts the new nodes at run time leading to less memory
accesses. Similarly, MorphableCtr performs even better than
both of them primarily because it uses a k-bit counter based
on whether the block is used or not. However, the downside
of it is that it only keeps a binary decision - a higher bit
counter if the block is used and a lower bit counter if it is not
used at all. Our proposed design, EMAClave performs better
than MorphableCtr and Penglai by 8.2% and 13% respectively.
This is because it does not have any additional overheads
of the tree traversals that are needed in these schemes. It
just maintains a small bloom filter that is able to ensure the
integrity with a very less performance overhead.

2) ED2 Comparison: We now compare the Energy-Delay
(ED2) values among the different schemes. Figure 4 shows
the comparison of ED2 values among the schemes. We note
that EMAClave has the lowest ED2 value among all competing
systems, differing from MorphableCtr and Penglai by around
15% and 22%, respectively. This is due to the fact that
EMAClave performs notably better than earlier schemes in
terms of both performance and storage.

Fig. 4: ED2 Comparison

C. Comparison Using Cache Allocation
In this Section, we study the performance of using our intel-

ligent cache allocation technology against the Cache locking
mechanism proposed by Penglai. For a 2-core setup, we run a
secure and non-secure application together on separate cores
and found that using our Cache allocation technology, we are
able to outperform Cache line locking mechanism by around
5.3% (refer to Figure 5). This is because for a Cache line
locking, the secure cache lines are locked which affects the
non-secure applications running. Instead, in our design, we
monitor the cache blocks based on the average L1 latencies
and intelligently allocate the cache for secure and non-secure
applications, leading to an increase in the performance.

Fig. 5: Relative Performance using cache allocation.



D. Combined Performance using Bloom filter and cache allo-
cation

We now study the performance of our design when bloom
filter based integrity supported is merged with the cache
allocation technology proposed by us in the paper. We compare
the performance with the Non-Secure design that does not have
any security features provided. We also compare with Penglai
which is the most recent competing scheme providing support
for majority of the security features for RISCV enclaves.
Figure 6 shows the performance of EMAClave compared to
Non-Secure and Penglai design. It is obvious that the Non-
Secure design will have the best performance as it does not
include any security features. However, we observe from the
Figure 6 that EMAClave performs better than Penglai by
around 16.1%. This is because we use a bloom filter for
integrity compared to the tree that has the additional overhead
of traversing the tree nodes. Additionally, our design proposes
a very intelligent cache allocation technology, ensuring the
performance is not degraded for the real setup when secure
and non-secure applications are running together.

Fig. 6: Performance of EMAClave with Bloom filter and cache
allocation.

VI. CONCLUSION

In the race of safeguarding systems against physical threats,
the security off-chip main memory is a paramount concern,
especially when they are used by secure enclave technologies.
Competing RISC-V enclave approaches protect the memory
by introducing integrity trees, increasing memory access re-
quirements for integrity-tree traversal and associated storage
overhead. To address these challenges, this paper presented
EMAClave, an innovative solution that ensures data integrity
using a bloom filter and integrated hardware enhancements.
We showed that EMAClave effectively mitigates cache side-
channel vulnerabilities through an intelligent cache allocation
mechanism, exhibiting notable performance improvements —
outperforming the recent competing scheme Penglai by ap-
proximately 16.1%.
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